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I. INTRODUCTION 
 

A prompt and thorough factual investigation is key to successfully 
prosecuting or defending a claim. Indeed, such an investigation can bring 
clarity to confounding events and contradictory testimony and thereby 
prevent claims from ripening into lawsuits at all.  It is always important to 
frame the investigation broadly as a proper investigation examines more than 
the actions of the injured party (i.e., the potential plaintiff). It is also 
important to consider others whose actions played a role in the events—that 
is to say, others who may be held in part responsible for the damages 
incurred. 

In addition, while conducting the investigation, it is important to avoid 
becoming caught up in the issue of the admissibility of evidence.  During a 
thorough investigation, exploring inadmissible evidence, such as hearsay, 
may lead to other relevant and admissible facts. Thus, it is important to be 
mindful of admissibility issues, but not feel constrained by them in the early 
stages of investigation. One should also be mindful of any documents created 
or statements taken during the investigation given their potential evidentiary 
implications. For instance, consider whether the documents and statements 
will ultimately have to be produced to the plaintiff, or whether the documents 
and statements can be protected as work product prepared in anticipation of 
litigation. 

Social networking sites have created a treasure of opportunities when it 
comes to investigations.  Individuals seem to take on a more carefree persona 
online, and this relaxed atmosphere can provide the details an investigator 
might need to prevail in any suit. Along with these fertile new hunting 
grounds comes some uncertainty as courts struggle to apply outdated rules of 
evidence to information obtained through social media. 
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II. SOCIAL NETWORKING SITES 
 

Social networking sites offer a wealth of readily available information—
without the necessity of hiring a private investigator.  A social network site is 
a web-based service that allows individuals to (1) construct public or semi-
public profile within a bounded system, (2) articulate a list of other users 
with whom they share a connection, and (3) view and traverse their list of 
connections and those made by others in the system.1  Social networking 
sites may contain a plethora of information and, potentially, an abundance of 
incriminating, exculpating, impeaching, and mitigating evidence. 

For instance, a MySpace page contains descriptions of the owner’s 
recent activities, work history, education background, current and former 
relationships, and even thoughts on current events, including, perhaps, the 
accident in question or pending claims.  MySpace pages may also include 
photographs, videos, and the names of potential witnesses.  Likewise, an 
examination of an individual’s Twitter account can tell you what the owner 
has recently said, who follows the owner, who the owner is following, and it 
may include comments from third parties. 

Another good (or bad) thing about social networks is that friends or 
acquaintances of the page’s owner may freely post information regarding 
others, including photos, videos, and comments.  Thus, when a search of the 
intended user’s posts and photos reveals little of interest, it is often fruitful to 
search the intended user’s friends’ posts and photos as well. 

Social networking web sites have aptly been described as follows: 
 

In a bygone era, members of a community would gather at the local 
soda fountain to “chew the fat”—discuss matters of local politics, 
share the latest gossip, or complain about the weather. These days, 
millions of people are engaged in the same conversations not over 
root beer floats at soda fountains, but over keyboards in online 
communities known as social-networking web sites.2 

 
At a fundamental level, social-networking sites are online networks of 

individuals linked through personalized Internet web pages.  These web sites 
typically allow users to customize their own personal web pages (often 
known as profiles), post photographs or videos, add music, or write a journal 
or blog that is published to the online world.  Social-networking sites also 
facilitate interpersonal communications through email systems that allow 

                                                 
1 Danah M. Boyd & Nicole B. Ellison, Social Network Sites: Definition, History, and 
Scholarship, 13 J. COMPUTER-MEDIATED COMM. 210, 210 (2008). 
2  John S. Wilson, Myspace, Your Space, Or Our Space? New Frontiers In Electronic 
Evidence, 86 OR. L. REV. 1201, 1219 (2007). 
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users to exchange messages.  These web sites allow users to compile lists of 
friends who are ostensibly part of one’s social network. Users may also 
create and join groups based on common interests, such as Oregon Duck 
Fans or Alaskan Malamute Owners. The emergence of these popular services 
is the result of ingenuity, slick marketing, and tapping into our society’s 
intense interest in customization.3 

Consider the damage to a personal injury case if the defendant 
introduces into evidence at trial a video, procured from the plaintiff’s 
Facebook profile, of the personal-injury plaintiff slam dunking a basketball.  
Consider if the video was filmed and posted days after the alleged incident.  
Similarly, consider the potential exposure of a professional who 
misrepresents his education and employment history on Twitter or a 
defendant’s admission of guilt in a MySpace message. 

Even if information on these sites is discoverable, lawyers may 
encounter evidentiary issues involving privacy concerns and authentication 
that could keep the information out of a courtroom.  For example, it is 
possible that one could create a Facebook profile in another person’s name 
and use that account to send incriminating messages.  There also is the issue 
of whether content that has been modified or removed from a profile during 
the course of litigation constitutes spoliation of evidence. 

Since these and other social networking sites are being developed faster 
than regulations on the discoverability of electronic information can be 
enacted, courts may need to broaden the scope of evidentiary principles 
applicable to this technology.  Below are brief descriptions of some of the 
prominent social networking sites that are potentially most relevant to pre-
suit claims investigation. 

 
A. Types of Social Networking Sites 

 
1. Facebook (www.facebook.com) 

 
Facebook currently boasts over 845 million active monthly users 

worldwide, and is ranked as the most used social networking site worldwide.4  
On Facebook, users can add people as friends, send messages, and update 
personal profiles.  Facebook users can create profiles containing photos, lists 
of personal interests, contact information, and other personal information.  

                                                 
3 Id. at 1221. 
4 Fact Sheet, FACEBOOK, http://newsroom.fb.com/content/default.aspx?NewsAreaId=22 (last 
visited March 4, 2012).  For reference, the population of the United States is approximately 
three hundred and eight million as of April 2010 (U.S. CENSUS BUREAU, Population Estimates:  
National Totals:  Vintage 2011 (April 1, 2011), 
http://www.census.gov/popest/data/national/totals/2011/index.html. 
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Communicating with friends and other users can be done through private or 
public messages as well as a chat feature. 

Fifty percent of Facebook’s active users log on to Facebook in any 
given day.5  On average, each user has one hundred and thirty friends, is 
connected to eighty community pages, groups and events, and creates ninety 
pieces of content each month.6  Facebook includes over nine-hundred million 
objects that people interact with (pages, groups, events and community 
pages), and, in total, more than thirty billion pieces of content (web links, 
news stories, blog posts, notes, photo albums, etc.) are shared on Facebook 
each month.7 

One of the most popular applications on Facebook is the photos 
application, where users can post electronic photo albums.  On October 14, 
2008, Facebook announced that its users had posted a milestone 10 billion 
photos on the site, with two – three terabytes of photos uploaded to the site 
every day.8  Currently, Facebook allows users to upload an unlimited number 
of photos. Privacy settings can be set for individual photo albums, potentially 
limiting the users that can see an album.  For example, privacy settings on 
one photo album can be set so only the user’s friends can view the album, 
while the privacy settings of another album can be set so that all Facebook 
users can view the photos. Another feature of the Facebook photos 
application is the ability to tag, or label users in a posted photo.  For instance, 
if a photo contains a user’s friend, the user can tag the friend in the photo.  
This tag sends a notification to the friend that they have been tagged, and can 
put a link to the photo on the friend’s profile. 

Access to Facebook has become easier with the advent of smart phones 
(mobile phones that offer computing ability and internet connectivity). There 
are more than two-hundred million active users currently accessing Facebook 
through their mobile devices, which provide instant connectivity and the 
ability to update a user’s status in real time.9  People that use Facebook on 
their mobile devices are twice as active on Facebook than non-mobile 
users.10  As a result of this readily available access, Facebook has become an 
extension of many people’s  private lives, and stories that were once shared 

                                                 
5 http://www.facebook.com/press/info.php?statistics (last visited April 12, 2011) 
6 Id. 
7 Id. 
8 Doug Beaver, 10 Billion Photos, FACEBOOK (Oct. 14, 2008, 8:03 PM), 
http://www.facebook.com/note.php?note_id=30695603919 (A terabyte is 1024 gigabytes).  
Additionally, Facebook announced on April 9, 2012 that it acquired Instagram, a photo-
sharing application with an additional twenty seven million users. 
http://www.facebook.com/zuck/posts/10100318398827991. 
9 Id. 
10 Id. 
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confidentially through telephone calls and social gatherings are now 
memorialized publicly, with little regard for the potential consequences.11 
 

2. MySpace (www.myspace.com) 
 

MySpace works in much the same way as Facebook and is currently 
second in the number of subscribers.  MySpace profiles contain a blog with 
standard fields for content, emotion, and media.  MySpace also supports 
uploading images and includes an instant messenger application. 
 

3. LinkedIn (www.linkedin.com) 
 

LinkedIn has been touted as a social network for professionals.  As 
such, it is arguably the most popular networking site for business 
professionals.12  As with the aforementioned networks, LinkedIn is based on 
contacting others through searches. 
 

4. Twitter (www.twitter.com) 
 

As of February 2009, Twitter was the fastest growing social networking 
website.13  Twitter users are recording an average of one hundred fifty-five 
million tweets a day.14  Twitter offers a social networking and microblogging 
service that enables users to send and read other users’ messages called 
tweets.  Tweets are text-based posts of up to one hundred and forty characters 
displayed on the user’s profile page that can posted through three methods: 
web form, text message, or instant message. 

Twitter allows registered users to tweet or to follow other users by 
subscribing to a user’s tweets, which does not require the followed users’ 

                                                 
11 Albert L. Wysocki, Think Before Posting, FINDLAW KNOWLEDGEBASE (July 1, 2007), 
http://knowledgebase.findlaw.com/kb/2009/Jul/1255869_1.html. 
12 Over 150 million professionals are reported to use LinkedIn to exchange information, ideas 
and opportunities. http://www.linkedin.comlast visited April 30, 2012).  
13 “From February 2008 to February 2009, [Twitter] clocked in at a whopping 1,382 percent 
growth rate.” Twitter, which counts the 35-to-49 age demographic as its largest, may be 
growing even faster. “’PC Web usage of Twitter.com doesn’t tell the whole story,’ the post by 
Nielsen Online's Michelle McGiboney read. ‘The ability to (use) Twitter via a mobile phone--
whether through the mobile Web or via text messages--is a driving factor in the social 
network's success. In January [2009], 735,000 unique visitors accessed the Twitter Web site 
through their mobile phones. The average unique visitor went to Twitter.com 14 times during 
the month and spent an average of seven minutes on the site.’” Caroline McCarthy, Nielsen:  
Twitter’s Growing Really, Really, Really, Really, Fast, CNET (Mar. 19, 2009), 
http://news.cnet.com/8301-13577_3-10200161-36.html. 
14 MG Siegler, Twitter Tweets Some Big Q1 Stats; 155 Million Tweets a Day Now, TECH 

CRUNCH (Apr. 6, 2011), //techcrunch.com/2011/04/06/twitter-q1-stats/. 



246/Vol. XXII/Southern Law Journal 
 

 

approval.  A tweeter can subsequently block followers, which is actually of 
little practical value because most Twitter feeds are viewable to the public. 

Tweets are publicly visible by default, and are visible on the user’s 
profile page and delivered to other users who have signed up to receive them.  
Users can make tweets private, although Tweeters rarely use the private 
account option, which makes tweets viewable only to one’s followers.15 
 

5. YouTube (www.youtube.com) 
 

YouTube was created in February 2005 as a video sharing website.16  
This site allows users to upload and share videos in a public forum.  Visitors 
to the site can view, upload, download, and copy videos. Content on 
YouTube includes television shows, movie clips, music, and amateur videos. 

More than sixty hours of video are uploaded every minute.17 That means 
that more video is uploaded to YouTube each month than the three major US 
networks created in sixty years.18 YouTube’s demographic is broader than 
one might think, reportedly: eighteen to fifty-four years-old.19 
 

6. Match (www.Match.com) and eHarmony (www.eharmony.com) 
 

Match.com and eHarmony.com are online dating sites that maintain 
profiles for users and include chat rooms and other communication avenues.  
Match.com reportedly has more than twenty million members.20  eHarmony 
claims a similar number of users.21 
 

7. Flickr (www.flickr.com) [Photobucket.com and Picasa.google.com] 
 

Flickr is an image and video hosting website and online community that 
is a popular website where users share and embed personal photographs.  It 
adds a palette of features that make images easier to share, which makes the 
service widely used by bloggers to host images they embed in blogs and 

                                                 
15 Search Twitter at http://search.twitter.com/advanced. 
16 Jim Hopkins, Surprise! There's a Third YouTube Co-founder, USA TODAY (Oct. 11, 2006), 
http://www.usatoday.com/tech/news/2006-10-11-youtube-karim_x.htm.  
17 Statistics, YOUTUBE, http://www.youtube.com/t/press_statistics (last visited Mar. 4, 2012). 
18 Id 
19 http://www.youtube.com/advertise/demographics.html, citing Nielson NetView Audience 
Profile Report, May, 2011 
20 Match.com, FACEBOOK, http://www.facebook.com/pages/Matchcom/108141532541403 
(last visited Apr. 12, 2011). 
21 Tomio Geron, The $100M Revenue Club: EHarmony Captures Hearts Of VCs”, WALL ST. 
J. (July 12, 2010), http://blogs.wsj.com/venturecapital/2010/07/12/the-100m-revenue-club-
eharmony-captures-hearts-of-vcs/. 
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social media.22  In September 2010, Flickr reported it was hosting more than 
five billion images, with three thousand new uploads occurring each 
minute.23  PhotoBucket and Picasa are similar photo storage sites.24 
 

8. Weblogs (or “Blogs”) 
 

Blogs are regular entries of commentary, descriptions of events, or other 
material such as graphics and videos, and have been aptly described as 
follows: “A blog is a personal diary. A daily pulpit. A collaborative space. A 
political soapbox. A breaking-news outlet. A collection of links. Your own 
private thoughts. Memos to the world.”25  Entries are commonly displayed in 
reverse-chronological order.  A typical blog combines text, images, and links 
to other blogs, web pages, and media related to its topic.26  The ability of 
readers to leave comments and message each other in an interactive format is 
an important part of many blogs.27 
 

B. Examples of the Real-Life Legal Consequences of Imprudent Social 
Networking Posts in Various Contexts 

 
1. Criminal Law 

 
Law enforcement officials and prosecutors are increasingly paying 

attention to Facebook accounts and other social networking sites as part of 
their investigations.28  Erika Scoliere was a twenty-year-old charged in a fatal 
DUI crash, and was out on bond awaiting trial after a July 2007 collision left 
a motorcyclist dead.29  A condition of her release on bail was that she not 

                                                 
22 Daniel Terdiman, Photo Site a Hit With Bloggers, WIRED (Dec. 9, 2004), 
http://www.wired.com/culture/lifestyle/news/2004/12/65958. 
23 5,000,000,000, FLICKR (Sept. 19, 2010),  http://blog.flickr.net/en/2010/09/19/5000000000/. 
24 Photobucket and Flickr are reported to have around 6.2 billion and 2 billion photos on them, 
respectively. Dave Parrack, Facebook holds 10 billion photos – beating Photobucket and 
Flickr, TECH.BLORGE (Oct. 16, 2008), 
http://tech.blorge.com/Structure:%20/2008/10/16/facebook-holds-10-billion-photos-beating-
photobucket-and-flickr/. 
25 What is a Blog?, BLOGGER, http://www.blogger.com/tour_start.g (last visited April 2, 2011). 
26 Blog, WIKIPEDIA, http://en.wikipedia.org/wiki/Blog  (last Visited April 12,2011). 
27 Blogging and Microblogging, SOCIAL BY SOCIAL, http://www.socialbysocial.com/book/blogging-
and-microblogging (last visited April 12, 2011); To look for Blogs, general-purpose search engines 
may be of assistance.  Check these sites: http://blogsearch.google.com, http://technorati.com, and 
www. blogpulse.com, which claim to track more than one hundred and fifty million blogs. 
28 Wysocki, supra note 11. 
29 Id.; See also Update: Photos lead to monitoring, CHI. TRIB. (June 05, 2009), 
http://articles.chicagotribune.com/2009-06-05/news/0906050189_1_alcohol-monitoring-
drinking. 
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consume alcohol or be around people who were drinking, however 
prosecutors became aware of photos on Facebook showing Erika at a party 
drinking tequila.30  During her bail violation hearing, Judge Thomas Mueller 
of Kane County, Illinois, leafed through Facebook printouts entered into 
evidence by the prosecutor.  “It appears the defendant is having a grand old 
time drinking tequila,” noted the Judge on the record.31  “‘Erika passed out in 
my bed. Ha Ha,’” the judge said, quoting one of the captions.32  Erika was 
ordered to wear a Secure Continuous Remote Alcohol Monitor for the 
duration of her bail as a result of the hearing.33  Similar scenarios play out 
everyday in the court system. 

Photos aren’t the only method by which unsuspecting posters get 
themselves into trouble on Facebook.  Stories of arrests based upon threats 
made on Facebook are commonplace news stories. A Facebook event posting 
led to the arrest of half a dozen twelve and thirteen year-old girls in Carson 
City, Nevada.34  “Attack a Teacher Day” was scheduled for January 7, 2011, 
according to an invite that went out to about 100 students.35  In December, 
2010, a twenty-five year-old Washington D.C. area man was arrested after 
threatening on his Facebook page that he  could put pipe bombs on Metro 
cars or in Georgetown at rush hour.36   A Baltimore construction worker was 
charged in December, 2010 with plotting to blow up a military recruiting 
station in Maryland after the FBI learned of his radical leanings on Facebook, 
joined his plot, and supplied him with a fake car bomb that he tried to 
detonate.37  These types of scenarios have become all too common. 

 
2. Family Law 

 
A Wisconsin man also learned the hard way that it is unwise to post 

incriminating photos on Facebook.  Dane County Sheriff’s deputies arrested 
twenty year-old Cody J. Redenius after his ex-girlfriend reported that she had 
viewed a photo of Redenius on Facebook where he is seen holding a 

                                                 
30 Id. 
31 Id. 
32 Id. 
33 Id. 
34 Id. 
35 Id. 
36 Maria Gold, Va. man allegedly used Facebook to threaten D.C. area bombings, WASH. 
POST (Dec. 14, 2010), http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/14/AR2010121406829.html. 
37 Maria Gold, Baltimore man accused of plotting to blow up military recruiting station in 
Md., WASH. POST (Dec. 9, 2010), http://www.washingtonpost.com/wp-
dyn/content/article/2010/12/08/AR2010120807514.html. 
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shotgun.38  At the time, Redenius was under a Domestic Abuse Injunction 
that forbid him from being in possession of a firearm.39 

A recent study by the American Academy of Matrimonial Lawyers 
revealed that eighty-one percent of the divorce attorneys noted an increase in 
the past five years of the number of cases where social networking sites were 
used as evidence.40 
 

3. Employment Law 
 

Massachusetts high school teacher June Talvitie-Siple paid the price 
for an unwise Facebook post about the students and parents in her 
community.  Talvitie-Siple, a supervisor of the high school math and science 
program in Cohasset, Massachusetts, was forced to resign in August, 2010 
after parents spotted Facebook comments she wrote describing students as 
“germ bags” and parents as “snobby” and “arrogant.”41 Similarly, the 
Charlotte Observer reported in May, 2010, that a local waitress lost her job 
after an unwise post about customers she had served earlier in the day. 42 
 

C. Relevant Case Law 
 

1. New York 
 

In Romano v. Steelcase Inc., the plaintiff claimed she sustained 
permanent injuries as a result of an accident.43  The plaintiff claimed she 
could no longer participate in certain activities due to her injuries and said 
that her injuries effected her enjoyment of life.44 However, contrary to 
plaintiff’s claims, the defendant discovered that public portions of the 
plaintiff’s MySpace and Facebook pages revealed she had an active lifestyle 
after the accident, even traveling to Florida and Pennsylvania during the time 

                                                 
38 Wysocki, supra note 11; see also Facebook Photo Leads to Arrest, NBC15.COM (May 29, 
2009), http://www.nbc15.com/home/headlines/46472692.html. 
39 Id. 
40 Facebook Status Can Pose Problem in Divorce Court, GASTON GAZETTE (July 25, 2010), 
http://www.gastongazette.com/articles/status-49303-facebook-social.html. 
41 Ki Mae Heussner & Dalia Fahmy, Teacher Loses Job After Commenting About Students, 
Parents on Facebook, ABC NEWS (Aug. 19,2010), 
http://abcnews.go.com/Technology/facebook-firing-teacher-loses-job-commenting-students-
parents/story?id=11437248 (last visited April 12, 2011). 
42 Eric Frasier, Facebook Post Costs Waitress Her Job, CHARLOTTE OBSERVER (May 17, 
2010), http://www.charlotteobserver.com/2010/05/17/1440447/facebook-post-costs-waitress-
her.html. 
43 No. 3703242, slip op. 20388 (N.Y. Sup. Ct. Sept. 21, 2010). 
44 Id. at *2. 
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period she claimed her injuries prohibited any such activity.45  In light of this 
information, the defendant sought to question the plaintiff at her deposition 
regarding her MySpace and Facebook accounts, to no avail.46  Following the 
deposition, the defendant served plaintiff with a Notice for Discovery & 
Inspection requesting “full access to and copies of plaintiff’s current and 
historical records/information on her Facebook and MySpace accounts.”47  
However, the plaintiff refused to provide the requested information so the 
defendant sought the court’s intervention.  The court held that: 
 

The information sought by Defendant regarding Plaintiff’s 
Facebook and MySpace accounts is both material and necessary to 
the defense of this action and/or could lead to admissible evidence. 
In this regard, it appears that Plaintiff’s public profile page on 
Facebook shows her smiling happily in a photograph outside the 
confines of her home despite her claim that she has sustained 
permanent injuries and is largely confined to her house and bed. In 
light of the fact that the public portions of Plaintiff’s social 
networking sites contain material that is contrary to her claims and 
deposition testimony, there is a reasonable likelihood that the 
private portions of her sites may contain further evidence such as 
information with regard to her activities and enjoyment of life, all 
of which are material and relevant to the defense of this action. 
Preventing Defendant from accessing Plaintiff’s private postings on 
Facebook and MySpace would be in direct contravention to the 
liberal disclosure policy in New York State. … Thus, it is 
reasonable to infer from the limited postings on Plaintiff’s public 
Facebook and MySpace profile pages that her private pages may 
contain materials and information that are relevant to her claims or 
that may lead to the disclosure of admissible evidence. To deny 
Defendant an opportunity access to these sites not only would go 
against the liberal discovery policies of New York favoring pre-
trial disclosure, but would condone Plaintiff’s attempt to hide 
relevant information behind self-regulated privacy settings. … The 
defense is entitled to obtain plaintiff’s private information 
regardless of whether it is in a photo album at home or in 
cyberspace, which is where most people now store their photos.48 

 

                                                 
45 Id. 
46 Id.  
47 Id. at 3. 
48 Id. at 2. 
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In response to the plaintiff’s argument that she had a Fourth 
Amendment right to privacy in her Facebook and MySpace entries, the court 
held that production of the plaintiff’s entries on her Facebook and MySpace 
accounts would not violate her right to privacy, noting that one does not have 
a reasonable expectation of privacy in e-mails and other writings that have 
been shared with others, including entries on Facebook and MySpace.49  In 
addition, the court noted that any privacy concerns were outweighed by the 
defendant’s need for the information.50 

Finally, the court agreed with Defendant that when plaintiff created her 
Facebook and MySpace accounts, she consented to the fact that her personal 
information would be shared with others, notwithstanding her privacy 
settings.51 Quoting the Facebook website as it existed in November 26, 2008, 
the court found noteworthy the following notice: 
 

[w]hen you use Facebook, certain information you post or share 
with third parties (e.g., a friend or someone in your network), such 
as personal information, comments, messages, photos, videos . . . 
may be shared with others in accordance with the privacy settings 
you select. All such sharing of information is done at your own 
risk. Please keep in mind that if you disclose personal information 
in your profile or when posting comments, messages, photos, 
videos, Marketplace listing or other items, this information may 
become publicly available.52 

 
The Second Circuit, in United States v. Lifshitz, has also considered 

whether one has a reasonable expectation of privacy in Internet postings or e-
mails that have reached their recipients.53  In Lifshitz, although noting that 
individuals generally possess a reasonable expectation of privacy in their 
home computers, the court held that individuals do not enjoy such an 
expectation of privacy in transmissions over the Internet or e-mail that have 
already arrived at the recipient: 
 

Users would logically lack a legitimate expectation of privacy in 
materials intended for publication or public posting. They would 
lose a legitimate expectation of privacy in an e-mail that had 
already reached its recipient; at this moment, the e-mailer would be 

                                                 
49 Id. at 5-6. 
50 Id. 
51 Id. at 5. 
52 Id. 
53 369 F.3d 173, 190 (2nd Cir. 2004). 
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analogous to a letter-writer whose expectation of privacy ordinarily 
terminates upon delivery of the letter.54 

 
2. New Jersey 

 
Whether one has a reasonable expectation of privacy in e-mails and 

other writings shared with others, including entries on Facebook and 
MySpace, has been addressed by the United States District Court of New 
Jersey.  In this instance the court ordered social networking entries to be 
produced.55  In so holding, the court stated “[t]he privacy concerns are far 
less where the beneficiary herself chose to disclose the information.”56  As to 
the entries that had not been shared with others, the court held that they were 
to be preserved and did not need to be produced.  At issue in Beye were on-
line journals and diary entries of minor children who had been denied health 
care benefits for their eating disorders. 

Judges themselves apparently utilize Facebook in legal proceedings.  In 
Purvis v. Commissioner of Social Seurity., Ms. Purvis appealed the 
Commissioner’s determination that she was not disabled as that term is used 
in the Social Security Act.57  Ms. Purvis was a housekeeper, but alleged that 
she was unable to perform her duties due to her severe asthma.58  Explaining 
that the Administrative Law Judge’s denial lacked sufficient explanation for 
the basis of his denial, the court went on to note: 
 

Although the Court remands the ALJ’s decision for a more detailed 
finding, it notes that in the course of its own research, it discovered 
one profile picture on what is believed to be Plaintiff’s Facebook 
page where she appears to be smoking. Profile Pictures by Theresa 
Purvis, Facebook, http://www.facebook.com/home [url] (last 
visited Feb. 16, 2011). If accurately depicted, Plaintiff’s credibility 
is justifiably suspect.59 

 
  

                                                 
54 Id. (citing Guest v. Leis, 255 F.3d 325, 333 (6th  Cir. 2001); see also Moreno v. Hanford 
Sentinel Inc., 91 Cal. Rptr. 3d 858 (Cal. Ct. App. 2009) (holding there is no reasonable 
expectation of privacy where person took affirmative act of posting own writing on MySpace, 
making it available to anyone with a computer and opening it up to public eye); Dexter II v. 
Dexter, 2007 WL 1532084 (Ohio Ct. App. May 25, 2007) (holding there is no reasonable 
expectation of privacy regarding MySpace writings available to the public). 
55 Beye v. Horizon Blue Cross Blue Shield of N.J., 2007 WL 7393489 (D. N.J. Dec. 14, 2007). 
56 Id. at *2. 
57 2011 WL 741234 (D. N.J. Feb. 23, 2011). 
58 Id. at *1. 
59 Id. at *7. 



Fall 2012/Brown, et al./253 
 

 
 

3. Texas 
 

Texas case law on the issue is scarce, and the majority of the published 
decisions on point are in the context of criminal law.  There are, however, 
cases indicating that such evidence has been, and will be, admitted in Texas 
proceedings. However, reasoned analysis or review of the trial judge’s 
decisions are few, if any. For instance, in Munoz v. State, the trial court 
admitted evidence that the appellant’s MySpace page contained pictures of 
him displaying gang signs, wearing gang colors, and associating with known 
gang members.60 On appeal, Munoz claimed the trial court erred in admitting 
the evidence, arguing that the state failed to lay the proper predicate.61 The 
appellate court disagreed and affirmed the trial court’s decision.62 

In Blue Bell Creameries, L.P. v. Denali Co., LLC, the trial court refused 
to allow the admission of printouts of blog postings.63 In this case, the 
defendant sought to enjoin the plaintiff from using the name Mooo Tracks as 
the name of an ice cream flavor.64 The defendant alleged  Mooo Tracks 
caused consumer confusion with its own ice cream product, Moose 
Tracks.”65 The defendant proffered blog printouts to prove that such 
confusion existed.66  However, the court refused to consider the blog print 
outs, noting: 
 

The Court is concerned, on this record, that the blog entries lack 
sufficient indicia of reliability. Nothing is known about the persons 
who made the entries, about whether they are related in any way to 
either party or whether they are describing true events and 
impressions. Moreover, the authors’ meaning and the import of the 
blog entries are far from clear.67 

 
However, qualifying the holding, the court went on to state, “[t]his should 
not be construed as a ruling by the Court that entries on Internet blogs could 
not, on a different record, be reliable and admissible.”68 

                                                 
60 No. 13-08-00239-CR, 2009 WL 695462(Tex. Ct. App. Apr. 8, 2009) (not designated for 
publication). 
61 Id. at *12. 
62 Id. at  *14. 
63 No. H-08-0981, 2008 WL 2965655 (S.D. Tex. July 31, 2008) (not designated for 
publication). 
64 Id, at *1. 
65 Id. at *2. 
66 Id. at *5. 
67 Id.  
68 Id. at  note 4. 
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In Hernandez v. Texas, Hernandez was accused of solicitation of a 
minor.69  At trial, Hernandez attempted to introduce the minor’s MySpace 
page, which showed a picture of the minor and her boyfriend taken sometime 
after the alleged solicitation with a caption that read, “omg how nasty i get it 
all the time jeje.”70  Hernandez argued the evidence was relevant because it 
tended to show the minor participated in certain sexual activities and did not 
first learn the words referring to the sexual activities from anything 
Hernandez said to her.71  According to Hernandez, the MySpace page 
supported his theory that the minor fabricated the accusation against him.72  
With regard to the caption the court held it: 
 

[was] vague, offers no contextual support, and is potentially 
misleading.  We are left to speculate as to what the caption refers, 
the nature of its intended meaning, and whether it was written in 
jest.  Even if we take the caption to imply what appellant asserts it 
implies-that [the minor] was sexually active prior to the 
solicitation-we disagree that the implication makes it more likely 
that [the minor] fabricated the allegation of solicitation.  Moreover, 
because the picture was taken after the solicitation, the caption also 
was posted after the solicitation.  Therefore, the caption has no 
specific relevance to [the minor’s] knowledge of sexual terms 
before her encounter with appellant.  For these reasons, we 
conclude the evidence is irrelevant, the trial court did not abuse its 
discretion in refusing to admit it.73 

 
County prosecutors in Cameron County, Texas have announced that 

county prosecutors plan to use prospective jurors’ Facebook profiles and 
postings when considering whether an individual is qualified to sit on a 
jury.74 Cameron County courtrooms recently were upgraded so that all 
courtrooms are Wi-Fi compatible, which will allow prosecutors to use iPads 
to check out Facebook profiles of potential jurors during vior dire.75 
 

  

                                                 
69 No. 04-09-00544-CR, 2010 WL 2099220 (Tex. Ct. App. May 26, 2010). 
70 Id. at *4. 
71 Id. 
72 Id.  
73 Id. 
74 Laura B. Martinez, Cameron Co. DA Will Check Facebook Profiles for Jury Picks, 
HOUSTON CHRON. (Jan. 17, 2011), 
http://www.chron.com/disp/story.mpl/tech/news/7384860.html. 
75 Id. 
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4. Other Jurisdictions 
 

Connecticut courts ordered the production of printouts of Plaintiff’s 
Facebook page in Bass v. Miss Porter’s School.76 In that case, Defendants 
sought to compel production of documents that were “related to [Plaintiff's] 
alleged teasing and taunting through ‘text messages’ and ‘on Facebook’,” as 
well as, “all documents representing or relating to communications between 
[Plaintiff] and anyone else ... related to the allegations in [Plaintiff’s] 
Amended Complaint.”77 Overruling Plaintiff’s objection, the court noted: 
“Facebook usage depicts a snapshot of the user’s relationships and state of 
mind at the time of the content’s posting.”78 

In Yath v. Fairview Clinics, N.P., plaintiff sued for invasion of privacy 
after a health care professional posted information about her medical 
conditions on MySpace.79 The court determined that posting private 
information on a publicly accessible internet website satisfied the “publicity” 
element of an invasion-of-privacy claim.80  Other jurisdictions are grappling 
with these issues as well.81 

 
D. Ethical Considerations 

 
Unfortunately, discovery rules and ethical guidelines have been unable 

to keep pace with the digital sprawl of social networking sites.82  Before 
considering the use of subterfuge—such as concealing one’s true identity and 
purpose to contact a witness through a fictitious online profile—be mindful 
that legal and ethical precedents on this subject are slow in coming.83 

                                                 
76 2009 WL 3724968 (D. Conn. Oct. 27, 2009). 
77 Id. at *1. 
78 Id.  
79 767 N.W. 2d 34, 43-44 (Minn. Ct. App. 2009). 
80 Id. at 44. 
81 Id. at 43–44 (Minn. Ct. App. 2009); see, e.g., A.B. v. State, 885 N.E.2d 1223, 1224 (Ind. 
2008), (holding that a juvenile’s profane messages criticizing disciplinary actions taken by her 
former school principal, which she posted on her MySpace profile and on a MySpace group 
page, were protected political speech); In re K. W., 666 S.E.2d 490, 494 (N.C. Ct. App. 2008) 
(concluding that victim’s statements on her MySpace profile were admissible as prior 
inconsistent statements to impeach her testimony, but that exclusion was harmless error); In re 
T.T., 228 S.W.3d 312, 322-23 (Tex. Ct. App. 2007) (involving a termination of parental rights 
proceeding, in which the court considered a father’s statement on his MySpace profile that he 
did not want children). 
82 Ken Strutin, Evidence on Social Networking Sites, L. TECH. NEWS (Nov. 11, 2009), 
http://www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202435338350&slreturn
=1&hbxlogin=1. 
83 Id. 
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Facebook, MySpace, LinkedIn, and Twitter make accessible to anyone 
at least some information about each user.  This content, which ranges from 
as little as an account holder’s username, to as much as the user’s entire 
profile, is considered public.  Some features, such as message boards, group 
pages, or the wall on a public profile, are overtly public.  Access to other 
information is available only to the user’s friends. 

The Philadelphia Bar Association has determined that lawyers are 
prohibited from using deception when contacting a potential witness through 
online profiles.84  The opinion was founded upon the following factual 
scenario: a witness in a civil case revealed during her deposition that she had 
Facebook and MySpace accounts.85 The attorney seeking the ethics opinion 
believed these sites contained information relevant to the case, in particular, 
valuable impeachment evidence.86 Access to the witness’s pages was by 
permission only.87 The attorney asked the committee whether it would be 
allowable to friend the witness without disclosing the affiliation or purpose.88  
All identifying and other information would be truthful.89 The committee 
found that the proposed actions would constitute misconduct under the 
Pennsylvania Rules of Professional Conduct, including but not limited to 
Rule 8.4 prohibiting “dishonesty, fraud, deceit or misrepresentation.”90  As 
friending the witness without revealing the purpose of the contact was to gain 
access to private areas of her profile, it constituted an act of “deception.”91  
The lawyer’s concern over the witness’s reluctance to otherwise permit 
access did not soften the nature of the concealment.92 Whether the witness 
had a liberal practice of accepting friend requests, running the risk that 
someone might take advantage of the information, did not temper the result.93 

Acknowledging conflicting views on covert investigation, the 
committee declined to recognize an exception along the lines of the one 
found in New York, as discussed infra. 
 

  

                                                 
84 Opinion 2009-02, THE PHILADELPHIA BAR ASS’N PROF. GUIDANCE COMMITTEE (Mar. 2009), 
http://www.philadelphiabar.org/WebObjects/PBAReadOnly.woa/Contents/WebServerResourc
es/CMSResources/Opinion_2009-2.pdf. 
85 Id. at 1. 
86 Id. 
87 Id. 
88 Id.  
89 Id. 
90 Id at 3. 
91 Id. 
92 Id. 
93 Id. 
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E. The New York Exception 
 

On May 23, 2007, in Formal Opinion No. 737, the New York County 
Lawyers’ Association’s Committee on Professional Ethics considered 
whether a lawyer may hire an investigator who intends to employ subterfuge 
or dissemblance in order to gather certain evidence.94  In short, the 
Committee held that the lawyer must consider whether the Code of 
Professional Responsibility permits the lawyer to proceed in such a way.95 

The Committee considered first the definition of the word “dissemble,” 
which is defined as follows: “To give a false impression about (something); 
to cover up (something) by deception (to dissemble the facts).”96  Next, the 
Committee examined the New York Lawyer’s Code of Professional 
Responsibility (the “Code”).97 DR 1-102(a)(3) of the Code provides: “A 
lawyer or law firm shall not . . . engage in illegal conduct that adversely 
reflects on the lawyer’s honesty, trustworthiness or fitness as a lawyer.”98  
DR 1-102(a)(4) of the Code states: “A lawyer or law firm shall not engage in 
conduct involving dishonesty, fraud, deceit, or misrepresentation.”99  In 
addition DR 7-102(a)(5) of the Code provides, “In the representation of a 
client, a lawyer shall not knowingly make a false statement of law or fact.”100  
DR 1-104(d) of the Code provides, in relevant part, that a lawyer shall be 
responsible for a violation of the disciplinary rules by another lawyer or non-
lawyer through involvement, knowledge or supervisory authority if the 
lawyer orders, or directs the specific conduct, or, with knowledge of the 
specific conduct, ratifies it.101  Finally, DR 1-102(a)(2) of the Code stated, “A 
lawyer or law firm shall not . . . circumvent a Disciplinary Rule through 
actions of another.”102   

The Committee held that a plain reading of these rules leaves little doubt 
that “dissemblance” is ethically impermissible in New York if dissemblance 
is deemed equivalent to “dishonesty, fraud, deceit, or misrepresentation.”103  
Moreover, the legality of the specific conduct has a bearing on whether the 

                                                 
94 Opinion No. 737, NEW YORK COUNTY LAWYERS’ ASSOCIATION’S COMMITTEE ON 

PROFESSIONAL ETHICS (May 2007), http://www.ycla.org/siteFiles/Publications519_0.pdf; Non-
Government Lawyer Use of Investigator Who Employs Dissemblance, NYCLA Eth. Op. 737, 
2007 WL 7281470 (N.Y.Cty.Law.Assn.Comm.Prof.Eth. May 23, 2007). 
95 Id. at 2. 
96 Id at 2 (citing BLACK’S LAW DICTIONARY (8th ed. 2004)). 
97 Id. 
98 Id. 
99 Id. 
100 Id. 
101 Id. 
102 Id. 
103 Id. 
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conduct is covered within the meaning of DR 1-102(a)(3) of the Code.104  
However, it is important to note that dissemblance is distinguished from 
dishonesty, fraud, misrepresentation, and deceit by the degree and purpose of 
dissemblance.  For purposes of the opinion rendered by the Committee, 
dissemblance was held to refer to misstatements as to identity and purpose 
made solely for gathering evidence.105  This is commonly associated with 
discrimination and trademark/copyright testers as well as with undercover 
investigators.106  It also includes, but is not limited to, posing as consumers, 
tenants, home buyers, or job seekers while negotiating or engaging in a 
transaction that is not by itself unlawful.107 Dissemblance ends where 
misrepresentations or uncorrected false impressions rise to the level of fraud 
or perjury, communications with represented and unrepresented persons in 
violation of the Code, see DR 7-104 of the Code, or in evidence-gathering 
conduct that unlawfully violates the rights of third parties.108  Thus, the 
Committee developed this approach: 
 

Non-government attorneys may ... ethically supervise non-attorney 
investigators employing a limited amount of dissemblance in some 
strictly limited circumstances where: (i) either (a) the investigation 
is of a violation of civil rights or intellectual property rights and the 
lawyer believes in good faith that such violation is taking place or 
will take place imminently or (b) the dissemblance is expressly 
authorized by law; and (ii) the evidence sought is not reasonably 
available through other lawful means; and (iii) the lawyer’s 
conduct and the investigators’ conduct that the lawyer is 
supervising do not otherwise violate the Code (including, but not 
limited to, DR 7-104, the ‘no-contact’ rule) or applicable law; and 
(iv) the dissemblance does not unlawfully or unethically violate the 
rights of third parties.109  

 
However, the New York City bar says an attorney (or agent) can 

withhold strategic information when making a friend request. “An attorney or 
her agent may use her real name and profile to send a ‘friend request’ to 
obtain information from an unrepresented person’s social networking website 

                                                 
104 Id. 
105 Id. 
106 Id. 
107 Id. 
108 Id. at 2-3. 
109 Id. at 5-6. 
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without also disclosing the reasons for making the request.”110 A 
commentator has observed of this distinction: 
 

[S]tephen Gillers, who teaches legal ethics at New York University 
Law School and is a member of the ABA’s Ethics 20/20 
Commission [stated] “This is no different than if a lawyer or 
investigator learns that a witness typically hangs out at a bar on 
Saturday nights, and the investigator sidles up to the witness and 
starts a conversation. If the investigator doesn’t misrepresent 
himself or his purpose, then it’s OK,” Gillers says.111 

 
F. Is a “Friend” Request a “Communication”? 

 
Courts have described friend requests as “communications among 

members.”112  To friend a user on Facebook, an attorney or investigator, user 
A, would initiate a standard, automated friend request to an opposing party, 
user B. Although user A cannot (1) change the request’s default text, (2) 
control its routing, (3) view user B’s e-mail address (even if the address is 
provided on user B’s Facebook page), or (4) determine whether user B will 
open or accept the request (although user A can send a brief, personal 
message along with the friend request), courts consider friend requests 
impermissible contacts in some legal contexts.113  This is because courts 
generally view the proprietary e-mail system within social networking sites 
as no different from the regular e-mail.114  In investigatory contexts where 

                                                 
110 Opinion No. 2010-2, ASSOCIATION OF THE BAR OF THE CITY OF NEW YORK COMMITTEE ON 

PROFESSIONAL AND JUDICIAL ETHICS (September 2010), 
http://www2.nycbar.org/Ethics/eth2010.htm. 
111 Steven Seidenberg, Seduced:  For Lawyers, the Appeal of Social Media Is Obvious. It’s 
Also Dangerous, ABA L. J. (February 1, 2011), 
http://www.abajournal.com/magazine/article/seduced_for_lawyers_the_appeal_of_ 
social_media_is_obvious_dangerous/.  As discussed above, the Philadelphia Bar Association 
disagrees, and requires an attorney (or agent) to make a full disclosure of the motive for 
making a friend request.  Withholding this information is deceitful, the committee wrote, 
because it “omits a highly material fact—namely, that the third party who asks to be allowed 
access to the witness’s pages is doing so only because he or she is intent on obtaining 
information ... to impeach the testimony of the witness. The omission would purposefully 
conceal that fact from the witness for the purpose of inducing the witness to allow access.”  
Opinion 2009-02, THE PHILADELPHIA BAR ASS’N PROF. GUIDANCE COMMITTEE (Mar. 2009) at 
3. 
112 United States v. Drew, 259 F.R.D. 449, 455 (C.D. Cal. 2009). 
113 Thomas V. Laprade and Jeffrey D. Russell, Unfair-Weather Friends: Social Networking 
and Pretrial Discovery, FOR THE DEFENSE 63 (May 2010). See, e.g., People v. Fernino, 851 
N.Y.S.2d 339 (N.Y. Crim. Ct. 2008) (friend requests violated a family court order of 
protection regardless of the fact the request could be turned down).   
114 Id. 
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one would not ordinarily send the subject of the investigation an e-mail via 
regular e-mail service, it is wise, based upon current law, to also avoid 
communicating via the social networking platform. 

In addition, as discussed above, some courts consider befriending an 
opposing party or others, such as an opponent’s witnesses, on Facebook a 
potentially unethical act.  Inviting an opposing party to connect on LinkedIn 
is even more likely to be considered such an ethical violation.115 The 
distinction seems to be that unlike Facebook, the default text of LinkedIn 
invitations can be changed, making them more similar to regular e-mail 
contacts.116 Nonetheless, LinkedIn commonly offers good information, 
because some important information in a user’s profile, including 
employment history, is often accessible to the public without the need to 
connect with the user.  Even more useful is Twitter, which all but obviates 
the need to communicate with a user to gain information, because 
subscribing to a user’s tweets does not require their knowledge or 
approval.117 

As mentioned above, a surprising amount of information is often 
accessible without resorting to friending, inviting, or following.118  Where 
access is unrestricted, there is nothing unethical about looking at it, as there 
is no communication with the party involved.119 

 
G. Issues of Authentication and Admissibility 

 
1. Authentication 

 
If there is doubt about the authenticity of the records presented by the 

opposing party, the admission of the documents may be challenged on the 
ground of authenticity.  Rule 901 of the Federal Rules of Evidence addresses 
the relevant guidelines for authentication. This is a very low standard for 
admission, as is the case with most states court rules.120  Evidence is 
admissible when it is sufficiently supported to conclude that the evidence “is 
what its proponent claims.”121 Authentication may be accomplished in a 
myriad of ways, some of which are enumerated in Rule 901(b). For example, 
a document may be authenticated by direct proof, such as the testimony of a 

                                                 
115 Id. 
116 Id. 
117 Id. 
118 Id. at 67 
119 State Farm Fire & Cas. Co. v. Madden, 451 S.E.2d 721, 730 (W.Va. 1994) (holding 
lawfully observing a represented party’s activities that occur in view of the general public is 
not a violation of any ethical rule). 
120 FED. R. EVID. 901. 
121 FED. R. EVID. 901(a). 
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witness with knowledge that the offered evidence is authentic.122 In the 
alternative, as is often the case with electronic communications, the movant 
may provide circumstantial evidence of the authenticity under Rule 901(b)(4) 
by offering testimony about the distinctive characteristics of a message when 
considered in conjunction with surrounding circumstances.123 

Although the standard is low, the evidence of authenticity must be 
enough to provide a rational basis for a jury to find that it is authentic.124 The 
evidence, however, need not be conclusive and once the court has made a 
preliminary finding that the evidence is what the proponent claims, the 
evidence is introduced and is subject to cross examination.125  The jury 
considers the evidence and makes the ultimate determination of authenticity, 
weighing the evidence accordingly.126 

To comply with this admissibility standard, the testimony of a MySpace 
account holder or the introduction of business records from the social 
networking site or the Internet service provider is likely sufficient to 
overcome authenticity challenges.127  The former should be used when 
attempting to admit content contained in the site, and the latter should be 
used when attempting to admit records to prove matters relevant to Internet 
service provider addresses, date stamped records, or other technical proofs.  
If these strategies are unsuccessful, presenting direct testimony of a records 
custodian can rebut further authenticity claims.  

For instance, in People v. Clevenstine, the defendant objected to the 
admission of “electronic communications that occurred between him and 
[his] victims via [MySpace].”128 The defendant claimed this evidence was 
inadmissible as it was not properly authenticated.129 The court stated, 
“‘[a]uthenticity is established by proof that the offered evidence is genuine 
and that there has been no tampering with it,’ and ‘[t]he foundation necessary 
to establish these elements may differ according to the nature of the evidence 

                                                 
122 Richard Raysman & Peter Brown, Authentication of Social Media Evidence, N.Y.Law 
Journal (2011); 
www.law.com/jsp/lawtechnologynews/PubArticleLTN.jsp?id=1202531978733&slreturn=1; 
see, e.g., United States v. Gagliardi, 506 F.3d 140, 151 (2d Cir. 2007) (holding chat room logs 
were properly authenticated as having been sent by the defendant through testimony from 
witnesses who participated in the online conversations). 
123 Id. 
124 Heather Griffen, Understanding and Authenticating Evidence from Social Networking 
Sites, 7 WASH. J.L. TECH. & ARTS 209, 215 (2012). 
125 Id. 
126 Id. 
127 Laurie L. Baughman, Friend Request or Foe? Confirming the Misuse of Internet and Social 
Networking Sites By Domestic Violence Perpetrators, 19 WIDENER L.J. 933 (2010). 
128 891 N.Y.S.2d 511, 514 (N.Y. App. Div. 2009). 
129 Id. at 514. 
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sought to be admitted.”’130  The court held “both victims testified that they 
had engaged in instant messaging about sexual activities with [the] defendant 
through the social networking site MySpace.”131 Additionally, a police 
officer testified “that he had retrieved [the] conversations from the hard drive 
of the computer used by the victims.”132 Further, a MySpace representative 
“explained that the messages ... had been exchanged by users of accounts 
created by [the] defendant and the victims, and [the] defendant’s wife 
recalled the sexually explicit conversations she viewed in [the] defendant’s 
MySpace account.”133  The court admitted the evidencing holding “[s]uch 
testimony provided ample authentication for admission of this evidence.”134 

One decision by the Court of Appeals of Tennessee held that testimony 
by a records custodian is not necessary in light of the witness’s testimony 
authenticating the pages she printed from MySpace.135  In this case the 
defendant appealed his conviction, which included seven counts of criminal 
contempt for violating an order of protection obtained by his ex-wife.136  The 
defendant alleged several errors on appeal, including a challenge to the 
admissibility of printouts of conversations between himself and his ex-wife’s 
friend, Ms. Lowe, conducted on MySpace.137  Ms. Lowe testified that the 
defendant contacted her via MySpace on two occasions and asked her to 
contact his ex-wife and have his ex-wife call him.138  Indirect contact of this 
nature was prohibited by the protective order previously obtained by the ex-
wife.139  Ms. Lowe testified that the copies of the MySpace communications 
accurately depicted the communications she had with the defendant and 
noted she printed the copies directly from her computer.140 She further 
testified that the printouts showed the defendant’s initial statements, showed 
her responses to those statements, and identified which party made each 
statement.141  On appeal, the court upheld the admission of this evidence and 
found that a representative from MySpace was not a prerequisite to the 
admission of this type of electronic evidence.142 In addition, the court 
determined the testimony of Ms. Lowe complied with Tennessee Rule of 

                                                 
130 Id. (quoting People v. McGee, 399 N.E.2d 1177 (N.Y. 1979). 
131 Id. 
132 Id. 
133 Id. 
134 Id. 
135 People v. Dockery, No. 2009 WL 3486662 (Tenn. Ct. App. Oct. 29, 2009) (citing TENN. R. 
EVID 901(a)). 
136 Id. at *1. 
137 Id. at *6. 
138 Id.  
139 Id. at *1. 
140 Id. at *6. 
141 Id. 
142 Id. 
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Evidence 901(a), which read, “‘The requirement of authentication or 
identification as a condition precedent to admissibility is satisfied by 
evidence sufficient to the Court to support a finding by the trier of facts that 
the matter in question is what the proponent claims.”’143 

In addition, in Perfect 10, Inc. v. Cybernet Ventures, Inc., the court 
refused to find that all information printed from web sites is per se 
inauthentic and inadmissible.144  Instead, the court held that the printouts of 
web pages are properly authenticated and admissible where a witness’s 
declaration establishes that the exhibits are “true and correct copies of pages 
printed from the Internet that were printed by [him] or under his direction.”145  
In this respect, a witness may authenticate web pages she has seen, much in 
the same way as she might authenticate a photographs she has taken.146 

In Ohio v. Bell, the trial court denied a defense motion to exclude 
printouts of MySpace instant messages alleged to have been sent to a victim 
by the defendant under his MySpace screen name.147  The court pointed to 
the dearth of authority on the “important issue” of authenticating printouts of 
electronic communications. Moreover, it was not persuaded by the defense 
complaints “that MySpace chats can be readily edited after the fact from a 
user’s homepage” and that, “while his name may appear on e-mails to T.W., 
the possibility that someone else used his account to send the messages 
cannot be foreclosed.”148 The trial court emphasized that the evidence 
required to meet the authentication threshold for admissibility “is quite low-
even lower than the preponderance of the evidence,” and observed that 
“[o]ther jurisdictions characterize documentary evidence as properly 
authenticated if ‘a reasonable juror could find in favor of authenticity.’”149 

In contrast, a case holding electronic media was not sufficiently 
authenticated is Hood-O’Hara v. Wills.150  In this case, the Superior Court of 
Pennsylvania upheld the trial court’s decision to exclude e-mail evidence 
proffered by the defendant.151  The defendant offered the e-mails as proof the 
plaintiff had problems with alcohol.152  The e-mails were purportedly sent 
from the plaintiff’s mother to the plaintiff.153  At trial, however, the plaintiff’s 

                                                 
143 Id. 
144 213 F. Supp. 2d 1146 (C.D. Cal. 2002).   
145 Id. at 1154. 
146 Id. 
147 882 N.E.2d 502, 511 (Ohio Com. Pl. 2008), aff'd, 2009 WL 1395857 (Ohio Ct. App. May 
18, 2009). 
148 See id. at 511-12. 
149 Id. at 512 (citing United States v. Tin Yat Chin, 371 F.3d 31, 38 (2d Cir. 2004)). 
150 873 A.2d 757 (Pa. Super. Ct. 2005). 
151 Id. at 759. 
152 Id. at 760. 
153 Id. 
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mother denied sending the e-mails and indicated that she “had problems in 
the past with her e-mail account and had to, on at least one occasion, change 
her password.”154  As a result, the court agreed the trial judge properly 
excluded the e-mails as improperly authenticated hearsay.155 
 

2. Hearsay 
 

Hearsay is a statement, other than one made by the declarant while 
testifying at the trial or hearing, offered in evidence to prove the truth of the 
matter asserted.156 As an out-of-court statement, social networking 
evidence—by way of blogs, comments, or messages—is susceptible to the 
hearsay doctrine when being introduced in trial as proof the content is 
substantively true.157  Admission of the records of Internet service providers 
and social networking sites will also be subject to the hearsay because the 
data is subject to human error—the driving purpose behind the hearsay 
doctrine.158  Therefore, in order to introduce evidence from a social 
networking site or information from the businesses that run these sites, an 
exception to the hearsay rule must apply. 

Information posted on a social networking may constitute an 
“admission,” an exception to hearsay. Under the Federal Rules of Evidence, 
admissions by party opponents are admissible as substantive proof of the 
matter asserted.159  As a result, when a party posts data to a social networking 
site and evidence of that post is introduced by the opponent at trial, provided 
the data is properly authenticated, the admissions exception should allow the 
information to come in over any hearsay objections.  This is true “as an 
admission by the party’s own statement.”160  Furthermore, information posted 
by others on a party opponent’s site may come in under the admissions 
exception as a tacit admission by the party.161  In other words, a statement 
posted on another’s site, that the posting individual does not repudiate, may 
be considered an “adoptive admission.”162 

Additionally, hearsay exceptions can be useful in admitting these types 
of evidence.163  Those are the exceptions for “present sense impression,” 
                                                 
154 Id.  
155 Id. 
156 FED. R. EVID. 801(c). 
157 Id. 
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“excited utterance,” and “then-existing condition.”164  Because of the 
instantaneous nature of social networking, these hearsay exceptions will 
likely prove to be useful tools.  The exceptions are applicable as electronic 
communications are particularly prone to candid statements of the declarant’s 
state of mind, feelings, emotions, and motives.  Further, communications are 
often sent or posted while events are unfolding.  Thus, the rationale of the 
existing exceptions can be applied to admit even new forms of 
communication. 

When attempting to admit Internet service provider or date-stamped 
records to prove things such as the frequency or location of an individual’s 
access to the site, such records may be admissible under the “[r]ecords of 
regularly conducted activity” exception (otherwise known as the “business 
records exception”).165  To qualify for this exception, a record must be “made 
at or near the time” of the events by a person with knowledge, provided that 
the information is regularly kept.166  Records from both Internet service 
providers and social networking sites will likely meet this exception because 
records from these entities are continually recorded and are up-to-date.  
However, this exception will only work to admit records of site usage, not 
the actual content on the site. 

Perhaps the strongest basis for admission is found in Federal Rule of 
Evidence Rule 803(21), which allows for hearsay when it reflects on the 
“[r]eputation of a person’s character among associates or in the 
community.”167  The last resort for admissions is Federal Rule of Evidence 
Rule 807, the residual or catch-all exception to the hearsay rule.  However, 
this information may be barred by Rule 807’s requirement that exhibits be 
characterized by “equivalent circumstantial guarantees of trustworthiness,” a 
trait that may be lacking in evidence gathered on social networking sites.168  
Of note, courts seem to be more amenable to the application of the residual 
hearsay exception in recent times, so even without the “guarantees of 
trustworthiness,” Rule 807 may provide basis for admission of this type of 
evidence.169  In Laster, the Sixth Circuit affirmed the district court’s decision 
to admit evidence under Rule 807 “if it is ‘material,’ ‘more probative on the 
point for which it is offered than any other evidence which the proponent can 
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procure through reasonable efforts,’ and its admission best serves the interest 
of justice.”170 
 

H. Other Considerations: The Stored Communications Act 
 

The Stored Communications Act (SCA) also comes into play with the 
use of social networking sites.  The SCA is a federal statute prohibiting third 
parties from accessing electronically stored communications—for example, 
e-mail or Facebook entries—without proper authorization.171  Under the 
SCA, an offense is committed by anyone who: “(1) intentionally accesses 
without authorization a facility through which an electronic communication 
service is provided;” or “(2) intentionally exceeds an authorization to access 
that facility; and thereby obtains… [an] electronic communication while it is 
in electronic storage in such system.”172  The definitions in the Electronic 
Communications Protection Act (ECPA), known as the Wiretap Act, apply to 
the SCA, and electronic storage is defined as: “(A) any temporary, 
intermediate storage of a wire or electronic communication incidental to the 
electronic transmission thereof; and (B) any storage of such communication 
by an electronic communication service for purposes of backup protection of 
such communication.”173  The SCA aims to prevent hackers from obtaining, 
altering, or destroying stored electronic communications.174 

Furthermore, the Konop case provides an example of the applicability of 
this statute to issues of access to online information.175  Konop concerned the 
denial of summary judgment to an employer on the employee’s SCA 
claim.176  In Konop, an airline pilot sued his employer, alleging that the 
airline viewed the pilot’s secured website in violation of the SCA.177  The 
pilot maintained a website in which he criticized the airline, the airline’s 
officers, and the union.  Certain eligible airline employees could access the 
site by logging in with a username and password created by the individual 
employees.178  The employees were deemed eligible according to a list of 
names maintained by the pilot; however, the pilot expressly excluded 
management employees.179  The vice president of the airline was concerned 
that the pilot was making untruthful allegations on the website, so he asked 
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an eligible employee to assist him in accessing the website.180  Upset by the 
pilot’s accusations on the website, the vice president contacted the union 
about the website.181 

The court first dismissed the pilot’s claim under the Electronic 
Communications Privacy Act (“ECPA”) because the vice president’s act of 
logging into the site did not constitute an “interception” of an electronic 
communication and was, therefore, not prohibited by the ECPA.182  
Regarding the pilot’s SCA claim, the court found that it raised questions 
about whether the eligible employee constituted a “user” of the website—in 
other words, whether the eligible employee had the power to “authorize” the 
vice president, a third party, to access the website.183  However, the court 
noted that if that employee had such power, the vice president would have 
been authorized to access the website, and as such, would have been exempt 
from liability under the SCA.184 

 
III. CONCLUSION 

 
In sum, social networking sites like Facebook and MySpace encourage 

users to supply copious amounts of personal information, ranging from their 
likes and dislikes to regular updates on their daily affairs and activities.  A 
surprising amount of this information is publicly accessible, without the need 
for friending, inviting, or following. As a result, these sites are tempting 
targets for attorneys and investigators seeking information about adverse 
parties or potential witnesses.  Where access is unrestricted, there is nothing 
unethical in viewing the information.  However, where access is restricted, 
the best practice is to avoid subterfuge to access the information. 
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