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I. INTRODUCTION 
 

The perpetual advancement of technology as it relates to products and 
applications developed in the for-profit sector coupled with the expectations 
consumers place on their products and applications with an anti-restrictive 
philosophy in mind (e.g., open software infrastructure), have forced 
businesses to implement strategies to counter copyright and patent 
infringement and reverse-engineering that places businesses and their 
consumers in direct competition with each other.  The recent experience with 
Apple’s iPhone provides an excellent example. Apple created a new 
technology; consumers sought to modify that technology to their own 
purposes; and Apple sought to legally restrict those modifications. 

This article uses the iPhone example to examine the primary statutes 
and precedents associated with intellectual property rights as they relate to 
protection and enforcement of products and applications. The article also 
provides a corresponding strategic analysis, first from the perspective of 
Apple, and then from the perspective of an entrepreneur with a free market 
orientation.  The article concludes with an overview of ethical considerations 
associated with copyright violations. Taken collectively, the article seeks to 
advance understanding of the public policy trade-offs incumbent in 
technological advances. 
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II. COPYRIGHT PROTECTION AND MANAGEMENT SYSTEMS ACT 
 

The Copyright Protection and Management Systems Act1 prohibits the 
circumvention of technological measures2 that effectively control access to 
protected work.3  The prohibition does not apply, however, to those users of a 
copyrighted work which are in a particular class of work, or within the next 
three years will be prohibited in their ability to make non-infringing uses of 
that particular class of work.4  The determination as to whether or not a 
person falls within one or both of these categories is made by the Librarian of 
Congress.5 In conducting its examination, the Librarian is required to 
examine: 

 
(i) The availability for use of the copyrighted works; (ii) the 
availability for use of works for nonprofit archival, preservation, 
and educational purposes; (iii) the impact that the prohibition on 
the circumvention of technological measures applied to 
copyrighted works has on criticism, comment, news reporting, 
teaching, scholarship, or research; (iv) the effect of circumvention 
of technological measures on the market for or value of 
copyrighted works; and (v) such other factors as the Librarian 
considers appropriate.6 
 
When the Librarian has completed its examination, he is required to 

publish information that prohibition shall not apply for the ensuing three-year 
period to any class of copyrighted works that are adversely affected.7 
 
A. Prohibition of Production of Product to Circumvent Copyright Protection 
 

Pursuant to the statute, persons are prohibited from manufacturing, 
importing, offering to the public, providing, or trafficking in any technology 
product, service, device, or component,8 that is designed or produced for 

                                                 
1 Copyright Protection and Management System Act, 17 U.S.C.S. § 1201(a)(1)(A) (2000). 
2 A technological measure “effectively protects a right of a copyright owner under this title if 
the measure, in the ordinary course of its operation, prevents, restricts, or otherwise limits the 
exercise of a right of a copyright owner under this title.”  See id. §1201(a)(3)(B). 
3 Id. § 1201(a)(1)(A). 
4 See id. § 1201(a)(1)(B). 
5 See id. § 1201(a)(1)(C).  The procedure is such that the Librarian of Congress receives the 
recommendations from the Register of Copyrights, who consults with the Assistant Secretary 
of communications and information in the Department of Commerce.  
6 Id. § 1201(a)(1) (1)(C)(i-v). 
7 See 17 U.S.C.S. § 1201(a)(1)(D) (2000). 
8 See id. § 1201(a)(2). 
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circumventing a technology measure,9 that effectively controls access to a 
protected work,10 or has a limited commercially significant purpose other 
than to circumvent a technological measure that controls access to a 
protected work,11 or is marketed by a person with knowledge that the 
technology will be used to circumvent a technological measure12 that controls 
access to a protected work.13 
 

B. Exceptions to Copyrights: Reverse Engineering14 
 

A person who has lawfully obtained the right to use a copy of a 
computer program may circumvent a technological measure that effectively 
controls access to a particular portion of that program for the sole purpose of 
identifying and analyzing those elements of the program that have not 
previously been readily available to the person engaging in the 
circumvention.15 This statute also allows a second exception to the 
restrictions outlined in 17 U.S.C.S. § 1201(a)(2)(B).16  A person may develop 
and employ technological means to circumvent a technological measure, or 
to circumvent protection afforded by a technological measure, in order to 
enable the identification and analysis or for the purpose of enabling 
interoperability17 of an independently created computer program with other 
programs.18  Furthermore, the information acquired under these exceptions 
may be made available to others if the person provides such information or 
means solely for the purpose of enabling interoperability of an independently 
created computer program with other programs.19 

 
  

                                                 
9 See id. § 1201(a) (3)(A).  To "circumvent a technological measure" means to descramble a 
scrambled work, to decrypt an encrypted work, or otherwise to avoid, bypass, remove, 
deactivate, or impair a technological measure, without the authority of the copyright owner.  
Id. 
10 See id. § 1201(a)(2)(A). 
11 See id. § 1201(a)(2)(B). 
12 See id. § 1201(a)(3)(B).  A technological measure "effectively controls access to a work" if 
the measure, in the ordinary course of its operation, requires the application of information, or 
a process or a treatment, with the authority of the copyright owner, to gain access to the work.  
Id. 
13 See 17 U.S.C.S. § 1201(a)(2)(C) (2000). 
14 See id. § 1201(f). 
15 See id. § 1201(f)(1). 
16 See § 1201(a)(2)(B). 
17 See § 1201(f)(4).  "Interoperability" means the ability of computer programs to exchange 
information and of such programs mutually to use the information which has been exchanged.  
18 See § 1201(f)(2). 
19 See 17 U.S.C.S. § 1201(f)(3) (2000). 
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C. Jailbreaking and Apple’s iPhone 
 

Apple restricts iPhone and iPod users from using any code not 
authorized by Apple. Jailbreaking is a process that removes the restriction 
and allows iPhone and iPod users to run any code on their devices.  Once the 
instruments are jailbroken, iPhone users are able to download many 
applications (also known as “Apps”) previously unavailable through the 
Apple App Store20 without incurring a monthly fee from the owner such as 
AT&T. Apple claims that it “has the right to regulate what can go on an 
iPhone, and the users and developers claim they can customize their phones 
as they see fit.”21  Jailbreaking, according to Apple, voids Apple's warranty 
on the device.22 

Unlocking the iPhone, on the other hand, differs from jailbreaking in 
that unlocking occurs when “users modify the software so the phone can be 
used on unauthorized wireless carriers.”23  Unlockers may be in violation of 
the United States Digital Millennium Copyright Act (DMCA) if they try to 
sell software code or devices that unlock the iPhone.  However, there may be 
a “legal exception to the DMCA’s anticircumvention provision that allows 
individual mobile iPhone uses to unlock their devices for use on other 
networks.”24  The exception allows circumvention of device controls “for the 
sole purpose of lawfully connecting to a wireless telephone communication 
network.  So if a hacker unlocks the iPhone, then posts the unlocking code 
for free, he’s engaging in a legal activity and enabling others to engage in the 
same legal activity.”25  Others argue that the exception is only for the end 
user, not intermediaries.26  There seems to be something strange in the logic 
that it is legal if an iPhone user unlocks his own phone, but illegal if he is 
taught how to unlock his phone by another. 

 
III. LEGAL ISSUES IN THE IPHONE CASE 

 
Whether or not jailbreaking an iPhone or iPod is legal or illegal is still 

unclear in light of the Digital Millennium Copyright Act.27  For the 2009 
                                                 
20 See http://en.wikipedia.org/wiki/Jailbreak_(iPhone_OS) [hereinafter Jailbreak] (last visited 
Apr. 12, 2010). 
21 See Henna Wortham, The Great Break-in, N.Y. TIMES, May 13, 2009, at B1. 
22 See Jailbreak, supra note 20.  
23 See Wortham, supra note 21. 
24 See Grant Gross, Unlocking the iPhone Could Invite DMCA Suit, PCWORLD (Feb. 16, 
2010). 
25 See id. 
26 Id. 
27 The Digital Millennium Copyright Act 17 USCS § 1201 (DMCA) “is a United States 
copyright law that implements two 1996 treaties of the World Intellectual Property 
Organization (WIPO).  It criminalizes production and dissemination of technology, devices, or 
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rulemaking session, the Electronic Frontier Foundation (EFF) has asked the 
U.S. Copyright Office “to recognize an exemption to the DMCA to permit 
jailbreaking in order to allow iPhone owners to use their phones with 
applications that are not available from Apple's store.”28  EFF claims that 
jailbreaking “your own iPhone does not infringe on any copyright, and the 
tools that help iPhone owners modify their own devices do not distribute 
anything that belongs to Apple.”29  Mozilla, Skype and Cydia have added 
their support behind EFF's push to get the U.S. Copyright Office to grant 
DMCA exception so users can jailbreak their iPhone without fear of 
copyright infringement penalties.  In response to this, Apple filed comments 
opposing this exemption indicating that they consider jailbreaking to be a 
prosecutable violation of copyright protections under the DMCA.30  A ruling 
on this proposed exemption has not yet been made, but a decision is expected 
sometime in 2010.31 

Apple has claimed that jailbroken iPhones depend on modified versions 
of Apple’s boot loader and operating system software and are therefore in 
violation of the DMCA. The response by the EFF was that the courts 
recognized in Sony Computer Entertainment, Inc. v. Connectix Corp.32 that 
“copying software while reverse engineering is a fair use when done for 
purposes of fostering interoperability with independently created software.”33 

Earlier, Apple argued in a different case that purchasers broke their 
purchase contract agreement by jailbreaking the iPhone.  In June 2009, Apple 
provided responses to a question submitted by the Copyright Office relating 
to propose exemption 5A and 11A (Class #1) concerning “jailbreaking” of 
smart phones.  The issue was “Does “Jailbreaking” violate a license 
agreement between Apple and the purchaser of an iPhone?  Apple Inc. 
concluded that jailbreaking does violate a license agreement between Apple 
and the purchaser of an iPhone.  All purchasers of iPhones must accept the 
terms and conditions of the iPhone Software License Agreement (“IPSLA”) 

                                                                                                                   
services intended to circumvent measures (commonly known as digital rights management or 
DRM) that control access to copyrighted works.  It also criminalizes the act of circumventing 
an access control, whether or not there is actual infringement of copyright itself.  In addition, 
the DMCA heightens the penalties for copyright infringement on the Internet.  Passed on 
October 12, 1998 by a unanimous vote in the United States Senate and signed into law by 
President Bill Clinton on October 28, 1998, the DMCA amended Title 17 of the United States 
Code to extend the reach of copyright, while limiting the liability of the providers of on-line 
services for copyright infringement by their users.” 
28 See Jailbreak, supra note 20. 
29 See Wortham, supra note 21.  
30 Apple Says iPhone Jailbreaking is Illegal, http://www.eff.org/deeplinks/2009/02/apple-says-
jailbreaking-illegal (last visited Apr.12, 2010). 
31 Id.  
32 203 F.3d 596 (9th Cir. 2000). 
33 Id. 
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at the time of purchase of the iPhone (and any later updates of the 
software).”34 
 

IV. THE PRECEDENTS: ANTI-COPYRIGHT CASES 
 

The following review of significant cases that have occurred over the 
last decade in relation to copyright violation analyze the facts, legal issues, 
business model being employed, and the end result. 
 

A. Napster 
 

In 2001 A&M Records, Inc., et al. sued Napster, Inc. et al. based on the 
issue of copyright violation.35  The Ninth Circuit Court of Appeals ruled that 
Napster had engaged in “contributory and vicarious copyright 
infringement”36 by allowing individuals on peer-to-peer networks to “(1) 
make MP3 music files stored on individual computer hard drives available 
for copying by other Napster users; (2) search for MP3 music files stored on 
other users' computers; and (3) transfer exact copies of the contents of other 
users' MP3 files from one computer to another via the Internet.”37  Napster 
was found liable for copyright violations because it knew how the files 
shared on its platform were being used, and assisted in the facilitation of this 
use.38  Even though Napster never received direct financial gain from the 
peer-to-peer network it had created, it did receive notoriety because of its 
business model.  An 18-year-old college dropout had “changed the world”.39  
“It [had] forced record companies to rethink their business models and 
record-company lawyers and recording artists to defend their intellectual 

                                                 
34 See U.S. Copyright Office, Library of congress, In the matter of Exemption to prohibition 
on Circumvention of Copyright Protection System for Access Control Technologies, Docket 
No. RM 2008-8; See also http://www.eff.org/files/filenode/dmca_2009/apple%27s-response-
to-copyright-office-questions-of-6-23-09.pdf.  
35 See A & M Records, Inc. v. Napster, Inc., 284 F.3d 1091 n.2 (9th Cir. 2001).  “Five separate 
lawsuits against Napster were consolidated into a multidistrict litigation proceeding before the 
district court.”  The thirty-one plaintiffs in the cases include record companies, music 
producers, music groups, an association, and individuals.  The defendants in these cases 
include Napster, Inc., Fred Drust, John Fanning, Hummer Winblad, Hank Barry, Bob 
Bozeman, Yosi Amram, and Shawn Fanning.  See Joseph Menn, Napster Was Gambling All 
the Way, Los Angeles Times, Feb. 25, 2001, available at 
http://articles.latimes.com/2001/feb/25/business/fi-29996; Karl Greenfeld, Meet the Napster, 
TIME MAGAZINE, Oct. 20, 2000, available at 
http://www.time.com/time/magazine/article/0,9171,998068,00.html [hereinafter Time 
Magazine].  
36 See A & M Records, Inc. v. Napster, Inc., 284 F.3d 1091, 1095 (9th Cir. 2002). 
37 A & M Records, Inc. v. Napster, Inc., 239 F.3d 1004, 1011 (9th Cir. 2001). 
38 See KENNETH W. CLARKSON, ET. AL., WEST'S BUSINESS LAW (10th ed. 2006). 
39 Time Magazine, supra note 35. 
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property.”40  Although this case was determined in the year 2000, it is still a 
salient topic to discuss and has been referenced in business law text books 
relating to copyright infringement.41 

 
B. The RIAA 

 
The Recording Industry Association of America (“RIAA”) is a trade 

association that “works to protect the intellectual property and First 
Amendment rights of artists and music labels; conduct consumer, industry 
and technical research; and monitor and review state and federal laws, 
regulations and policies.”42  The Motion Picture Association of America 
(“MPAA”) is a trade association that serves as an “advocate for strong 
protection of the creative works produced and distributed by the industry, 
fights copyright theft around the world, and provides leadership in meeting 
new and emerging industry challenges.”43 

Subsequent to the Napster decision, the RIAA and MPAA engaged in 
civil litigation, attempting to minimize copyright violations of protected 
works, and to ensure the continued protection of the intellectual property of 
those that they represent.  The litigation focused on individuals who had 
shared copyrighted material through a peer-to-peer network, and this 
litigation had both positive and negative effects throughout the U.S.  The 
positive effect, according to the RIAA44 although disputed45, was that the 
amount of copyright violations subsided due to the publicity of the lawsuits 
in the press. The negative effect was that the RIAA sued children, 
grandmothers, universities, and close to 1,500 other Americans in a 
campaign to minimize copyright infringement through peer-to-peer (P2P) 
networks such as Kazaa, eDonkey, Limewire, and Grokster.46  In addition to 
individuals, the RIAA even went so far as to sue Verizon, an Internet Service 
Provider (ISP), and the University of North Carolina at Chapel Hill in order 

                                                 
40 Id. 
41 See KENNETH W. CLARKSON, ET AL., (9th alt. ed. 2005, 10th ed. 2006, and 11th ed. 2009). 
42 Recording Industry Association of America, http://www.riaa.com/aboutus.php (last visited 
April 12, 2010).  
43 Motion Picture Association of America, http://www.mpaa.org/AboutUs.asp (last visited 
April 12, 2010). 
44 Ryan T. Holt, The Effect of Recording Industry Lawsuits on the Market for Recorded Music, 
VAND. UNDERGRADUATE RES. J., Vol. 1 (2005), available at 
http://ejournals.library.vanderbilt.edu/vurj/include/getdoc.php?id=112&article=14&mode=pdf. 
45 RIAA v. The People: Four Years Later, http://w2.eff.org/IP/P2P/riaa_at_four.pdf (last 
visited April 12, 2010).  
46 John Borland, RIAA Steps up file-trading suits, CNET News (Feb 17, 2004), available at 
http://news.cnet.com/RIAA-steps-up-file-trading-suits/2100-1027_3-5160262.html; Jay 
Lyman, Reds Raid P2P Users, RIAA Pushes Lawsuits, ECT News Network (Aug. 26, 2004), 
available at http://www.technewsworld.com/story/news/36149.html?wlc=1269571306. 
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to obtain the names of individuals sharing files through a P2P network, all in 
the name of the DMCA.47  It is apparent that most of these cases settled or 
were dismissed, as there are no common law opinions with the RIAA or 
MPAA named as plaintiff and an individual named as defendant within the 
last ten years.  The response from the publicity was an immediate decrease in 
copyright infringement through file sharing and a greater awareness of what 
activities are considered legal and illegal when it comes to copyright 
violations.  The RIAA and MPAA model was to identify copyright violators 
through their Internet Service Provider and initiate a pre-suit settlement or 
litigation.48  The end result was a decline in copyright violations and a 
monetary settlement by the copyright violators. 

 
C. Sony and the Rootkit 

 
Sony-BMG developed and employed technology on CDs sold under its 

label that was designed to protect the copyright associated with its CDs and 
to prevent copyright infringement.  This technology is commonly referred to 
as Digital Rights Management (DRM), Content Protection Software,49 or a 
rootkit.50  The software, known as MediaMax and XCP, was included on 
CDs released by Sony and installed a program that provided active protection 
to prevent copying of the CD, which also closely resembled that of a spyware 
program.51  Two issues associated with this technology are:  (1) when an 
individual played a CD in his or her computer for the first time, DMR 
software was loaded on to an individual’s computer by an auto-run file 
install, and (2) the creation of a security risk on the individual’s computer 
due to the installed software.52  The model employed was to prevent the 
sharing of music on peer-to-peer networks and local copying of a CD 
between individuals.53  Sony-BMG was sued by numerous individuals, and 

                                                 
47 Recording Indus. Ass’n of Am., Inc. v. Verizon Internet Servs., Inc., 351 F.3d 1229 (D.C. 
Cir. 2003); see also Recording Indus. Ass’n of Am. v. Univ. of N.C. at Chapel Hill, 367 F. 
Supp. 945 (D.N.C. 2005).  
48 Electronic Frontier Foundation, http://www.eff.org/wp/riaa-v-people-years-later (last visited 
April 12, 2010). 
49 See id. 
50 Alex J. Halderman, Lessons from the Sony CD DRM Episode, 15TH USENIX SECURITY 

SYMPOSIUM (Aug. 2006), available at 
http://www.cse.umich.edu/~jhalderm/pub/papers/rootkit-sec06.pdf; see also Electronic 
Frontier Foundation, http://www.eff.org/cases/sony-bmg-litigation-info (last visited April 12, 
2010). 
51 See id. 
52 See id. 
53 See id. 
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the cases were consolidated into a class action suit that eventually settled.54  
The model employed by Sony-BMG was as follows:  “The goals of a CD 
DRM system are purely economic: the system is designed to protect and 
enable the business models of the record label and the DRM vendor.”55  The 
result was a backlash from the consumer and litigation that eventually 
resulted in Sony recalling the CDs and issuing a voucher for a new CD 
without the rootkit.56 
 

D. RealDVD 
 

RealDVD developed software that would allow an individual to “secure 
[a] copy of their DVDs to a hard drive for safekeeping, portability, easy 
retrieval and playback”57, or through a process also known as “ripping” a 
DVD.58  “Ripping is the process of copying audio or video content to a hard 
disk, typically from removable media.”59  “A DVD ripper is a software 
program that facilitates copying the contents of a DVD to a hard disk 
drive.”60  In January, 2010, Judge Marilyn Patel, the same judge that presided 
over the Napster case, issued a ruling that “dismissed Real’s antitrust claims 
against Disney and other movie studios over their alleged collusion to block 
RealDVD, the company’s “legal” DVD ripper”.61  Part of RealDVD’s 
business model involved creating software that would allow an individual to 
circumvent the copyright protection technology, and the movie studios 
responded with litigation to protect their interests.  The court found that Real 
had “manufacture[d] and traffic[ed] in a device that [was] almost certainly 
illegal under the DMCA.”62  The result was protection of material protected 
under the DMCA. 
 

  

                                                 
54 See settlement agreement of In re: Sony-BMG CD Techs. Litig. No. 1:05-cv-09575-NRB 
(S.D.N.Y. 2005). 
55 Id. 
56 See id. 
57 Realnetworks, Inc. v. DVD Copy Control Ass’n, Inc., 2010 U.S. Dist. LEXIS 1433 (N.D. 
Cal. 2010) [hereinafter Realnetworks]. 
58 http://en.wikipedia.org/wiki/Ripping. 
59 Id.; see also A & M Records, Inc. v. Napster, Inc., 239 F.3d 1004, 1010 (9th Cir. 2001). 
60 http://en.wikipedia.org/wiki/DVD_ripper (last visited April 12, 2010). 
61 John Paczkowski, RealNetworks Loses DVD Copying Case, ALL THINGS DIGITAL (Jan. 11, 
2010), available at http://digitaldaily.allthingsd.com/20100111/judge-realdvd-antitrust-case-
real-stupid/; see also RealNetworks, supra note 57. 
62 Id. 
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E. DeCSS 
 

A 15-year-old Norwegian teen, Jon Lech Joahansen, developed a 
software program called DeCSS63 that allowed him to break the code on 
DVD’s.64 He stated that his purpose behind developing the code was to allow 
him to view DVD’s on his “Linux-based computer that lacked DVD-viewing 
software.”65  He also posted the code on the Internet for others to use.66 He 
was charged in Norway with the criminal violation of theft or “data break-in, 
not copyright infringement.”67 The court ruled that “people cannot be 
convicted of breaking into their own property”, and that “prosecutors failed 
to prove that Johansen or others had used the program to access pirate copies 
of films.”68  He was acquitted of the charges. The MPAA brought the issue to 
the attention of Norwegian authorities, and attempted to protect the security 
code, or the “industry’s Content Scrambling System, which prevents illegal 
copying but also prevents the use of legitimate copies on unauthorized 
equipment.”69  The anticipated result of this case was not what the MPAA 
wanted, and “Johansen became a folk hero to hackers.”70  This case is similar 
to that of the iPhone, in that the consumer’s attitude is that once they 
purchase a product, e.g., a CD, DVD, or iPhone, then that product belongs to 
the consumer and they are free to do as they like with the product. 

 
F. Apple 

 
The aforementioned cases show that there is no absolute certainty when 

it comes to courts deciding mixed results from a legal and social perspective 
relating to copyright violation in terms of how a court has decided and how 
the public and consumers have reacted. The current issue involves the 
unlocking and jailbreaking of iPhone’s and iPod’s, as well as, copyright 
infringement. “The growing popularity of jailbreaking has set up a legal 
battle between Apple, which says it has the right to regulate what can go on 

                                                 
63 See DeCSS, http://en.wikipedia.org/wiki/DeCSS.  “DeCSS is a computer program capable 
of decrypting content on a commercially produced DVD video disc.  Before the release of 
DeCSS, there was no way for computers running the GNU/Linux operating system to play 
video DVDs.” 
64 Universal City Studios, Inc. v. Shawn C. Reimerdes, 111 F. Supp. 2d 294; see also 
http://articles.latimes.com/2003/jan/12/news/adfg-dvdkid. 
65 Id. 
66 See id. 
67 Id. 
68 Id. 
69 Id. 
70 Id. 
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an iPhone, and the users and developers who want to customize their phones 
as they see fit.”71 

Where Napster’s model and the subsequent P2P networks that popped 
up afterwards failed or faced legal hurdles, or Sony and its anti-copying 
software resulted in it having to defend itself, iTunes, an Apple invention 
utilizing a comparable model, has succeeded. Apple charges a fee for 
downloading music and video from its site through agreements with the 
recoding, television, and movie industries.  It surpassed the ten billionth song 
download on February 25, 2010, less than three and one-half years after its 
inception.72  However, Apple has received criticism due to the constraints it 
has placed on downloaded music, the ability to freely use songs downloaded 
through iTunes, and the ability to use songs downloaded from iTunes on 
other MP373 platforms (e.g., the Microsoft Zune). The iTunes model has been 
referred to as a monopoly, because the songs are currently limited to use on a 
iPhone or iPod.  This control and the so-called monopoly have carried over 
to its model in the use of the iPhone with AT&T as the exclusive service 
provider for the iPhone.74  The iPhone is locked to AT&T’s system, and it is 
not available for use with another service provider.75  Futhermore, Apple 
controls the Apps Store where programs for the iPhone and iPod Touch area 
available for download, and has limited the types of applications that it will 
allow in the store (e.g., the denial of Skype and Google Voice were two Apps 
that brought attention to Apple’s practice of maintaining a controlled 
environment).76 

There are two relevant issues associated with individuals unlocking the 
iPhone to use it on a network other than AT&T, or breaking the software 
code for use with an application that is not allowed with the current software 
configuration or for a use other than Apple has intended.  If the phone is used 
on a non-AT&T network, then there is a potential breach of contract issue 
with Apple and AT&T.  If the software code for the iPhone is circumvented, 
then there is a possible DCMA violation with Apple and a breach of contract 
issue with Apple. 
 

                                                 
71 Wortham, supra note 21. 
72 iTunes Store Tops 10 Billion Songs Sold, 
http://www.apple.com/pr/library/2010/02/25itunes.html (last visited April 12, 2010). 
73 See MP3, http://en.wikipedia.org/wiki/Mp3 (last visited April 12, 2010). 
74 See iPhone-Apple Store (U.S.), 
http://store.apple.com/us/browse/home/shop_iphone/family/iphone#faqs (last visited April 12, 
2010). 
75 See id. 
76Skype asks US LOC to Legalize Jailbreaking Mobile Phones, 
http://skypejournal.com/2009/02/skype-asks-us-loc-to-legalize.html (last visited April 12, 
2010). 
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V. APPLE’S BUSINESS MODEL 
 

Since the launch of the iPhone, Apple has maintained strict control 
mechanisms for applications, otherwise known as Apps.  The company 
determines which Apps are acceptable for the platform and can be distributed 
through the App Store.77  At no cost to its own developers, third-party 
developers will invest time and resources in developing Apps that may or 
may not be accepted by the App Store, and for those that are accepted, Apple 
takes a substantial 30% fee for acting as the sales infomediary for the Apps.78 

Very early on Apple developed a reputation for taking weeks or even 
months to decide on the fate of hopeful Apps developed by third parties.79  
Rumors abound that Apple has often rejected Apps for seemingly arbitrary or 
trivial reasons, and then purportedly forced developers to the end of the 
queue when returning with modified Apps, thus delaying their market 
opportunities and limiting their return on investment in their development 
efforts.80 

Amidst this development environment, the returns to Apple and its 
application developers have been huge.  Since 2009 Apple was responsible 
for approximately 99.4% of mobile App sales.81  Through a fairly linear 
growth in sales, the Apple iPhone Apps Store reached $3 Billion in sales 
earlier this year (2010), and by 2013 that number is expected to exceed $21 
Billion. 

 
 

                                                 
77 See http://www.apple.com/iphone/apps-for-iphone/ (last visited April 12, 2010). 
78 Leena Rao, Apple’s iPhone App Refund Policies Could Bankrupt Developers, TECHCRUNCH 

(Mar 25, 2009), available at http://techcrunch.com/2009/03/page/5/. 
79 Wade Roush, Apple Eases Controls on iPhone App Development:  One Local Developer’s 
Experiences, XCONOMY (Jan. 11, 2010), available at 
 http://www.xconomy.com/boston/2010/01/11/apple-eases-controls-on-iphone-app-
development-one-local-developers-experiences/. 
80 See id. 
81 Chris Foresman, Apple responsible for 99.4% of mobile app sales in 2009, ARS TECHNICA 
(Jan 18, 2010), available at http://arstechnica.com/apple/news/2010/01/apple-responsible-for-
994-of-mobile-app-sales-in-2009.ars. 
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With the growth of the market for Apps has come the growth for the 
investment market for Apps development. For example, in 2008 venture 
capital fund, Kleiner Perkins Caufield & Byers announced a $100 Million 
investment initiative aimed at financing new products developed solely for 
the Apple iPhone and iPod touch platform.82  The economic impact of the 
Apple platforms and the infomediary outlets for the innovative technologies 
created a new market for investment, 
development, and product sales. 

Beyond the growing Apps 
industry itself, the iPhone platform has 
been driving significant growth in 
network usage, which has been 
followed by significant plans for 
network investment by the 
telecommunication carrier AT&T, 
currently the only network allowed to 
carry the iPhone. In the fourth quarter 
of 2009 AT&T reported adding 2.7 million new mobile subscribers.83  In that 
same year, total usage on AT&T's network grew a reported 200 percent.84  
As of the end of the year, AT&T reported servicing more than twice the 
number of smartphones as any of its competitors.85  Being the sole carrier of 
the iPhone has driven this growth in users, and combined with the fact that 
the iPhone is one of the most data intensive devices on the market, has driven 
the growth in network usage.  

With the strict control over the platform and the market for Apps, Apple 
has essentially created and controlled the technology supply chain. As with 
many new communications and media technologies, a small number of 
technophiles began exploring the capabilities and weaknesses of the platform 
itself.  In 2007, iPhone SIMfree.com reported having cracked the code and 
posted a piece of software to allow users to use the phone on different 
networks.86  Since then, jailbreaking the Apps has become popular as a 

                                                 
82 $100 Million Investment for iPhone Software Applications, CELLULAR NEWS (Mar. 10, 
2008), available at http://www.cellular-news.com/story/29819.php. 
83 Marguerite Reardon, AT&T to invest $2B in mobile network, CNN TECH. (Jan. 29, 2010), 
available at http://www.cnn.com/2010/TECH/01/29/att.network.boost/index.html. 
84 See id. 
85 See id. 
86 Ryan Block, iPhone unlocked:  AT&T loses iPhone exclusivity, ENGADGET (Aug. 24, 2007), 
available at http://www.engadget.com/2007/08/24/iphone-unlocked-atandt-loses-iphone-
exclusivity-august-24-2007/. 
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means to overcome product limitations and Apple’s control over innovations 
that developers believe are being unfairly restricted for the public.87 

From an innovation perspective, Apple's SDK and iTunes App Store 
restrictions that prohibit exploiting certain iPhone features, such as the global 
UI enhancements seen with its copy and paste functions, video recording and 
streaming, multimedia SMS, Bluetooth file sharing, Internet tethering, and 
background processing.88  It has also been reported that Apple denies Apps 
that do not comply with the company’s vision of iPhone usability, including 
podcasting, direct GPS access, and competing e-mail and Web browser 
clients.89 
 

VI. OPEN PLATFORM DEVELOPMENT AND FREE MARKET ANALYSIS 
 

Innovation spurs the economic development that drives the growth of 
our economy. In fact, over forty percent of the world’s high technology 
value-added is reported to come from the United States.90  From the work of 
Nelson and Arrow, the continued success in these innovations that spur the 
economic success of the country is largely dependent on the willingness of 
firms to invest in research and development of new innovations.91  In this 
work, the willingness of the firm to invest in innovation is dependent on the 
perceived value of the investment to the firm. The characteristics of this 
perception include the level if investment needed, the duration of 
development time before returns are seen, the magnitude of the returns, and 
the ability of the innovative firm to exclude others from entering the same 
market. Traditionally, mechanisms to support the exclusivity of the 
innovative firm and ensure sufficient rents include patents, trademarks, 
copyright, and trade secrets.  These provide a limited duration market 
exclusivity that in turn makes the investment look more promising to firms, 
and thus incentivize firms to innovate.  However, the advent of significant 
personal computing capabilities and the ease of sharing of electronic 
information via the Internet have seen the innovations occurring at the level 
of the individual with few resources, versus the traditional view of the large 

                                                 
87 Mel Beckman, iPhone jailbreaking still going strong, INFOWORLD (April 13, 2009), 
available at http://www.infoworld.com/d/mobilize/iphone-jailbreaking-still-going-strong-958. 
88 See id. 
89 See id. 
90 National Science Board, Science and Engineering Indicators, 
http://www.nsf.gov/statistics/seind06/, 2006 (last visited April 12, 2010). 
91 Richard R. Nelson, The Simple Economics of Basic Scientific Research, J. OF POL. 
ECON., Vol 67, 297 (1959); see also Kenneth. J. Arrow, The Rate and Direction of Inventive 
Activity: Economic and Social Factors, NATIONAL BUREAU OF ECONOMIC RESEARCH: 
ECONOMIC WELFARE AND THE ALLOCATION OF RESOURCES FOR INVENTION (1962), available at 
http://www.nber.org/chapters/c2144.pdf?new_window=1. 
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company investing.  Thus there are two distinct views of innovation in the 
Apps market, one from the perspective of the platform developer (Apple), 
and one from the perspective of the small innovators (jailbreakers). 

From the platform developer’s perspective, in this case Apple, the 
platform innovation drives economic growth.  It has created new hardware 
and software products that in turn have created demand for these products.  
Furthermore, the platform provides a means for delivering new applications 
purchased through a new outlet, called the App Store.  In its view Apple has 
created a completely new market from which it can extract rents for 
hardware (iPhones) and software (Apps).  With its network partner company, 
AT&T, the investment in network infrastructure supports the increased user 
base and drives additional revenue via voice and data packages.  While the 
hardware sales have a significant cost of goods sold, the Apps sales 
essentially have no cost of goods sold, and thus the marginal profit to Apple 
is essentially 100% on every App sold once the App has been accepted and 
posted on the store. 

By maintaining a complete lock on the hardware and software platforms 
and controlling the Apps’ access point through the Apps Store, Apple and 
AT&T have created a monopoly that allows both companies to extract 
superior rents to pure open market conditions, and thus validates their 
significant investment in creating the platforms and networks in the first 
place.  However, by default, the strict control of access to the Apps sales 
market and the use of the platform inherently restrict the ability of third-party 
Apps innovators to bring their innovations to market, and thus may not 
maximize the return to the economy. 

From the third-party innovators’ perspective, in this case the 
jailbreakers, the development of their Apps generates economic growth in 
addition to the economic growth spurred by the platform and network 
developers.  In this perspective, third-party innovators are serving demands 
that exist in the market that otherwise Apple and the iPhone would not serve, 
and they are thus adding to the total economic impact.  The availability of 
additional Apps beyond what Apple offers in the Apps Store will drive 
additional demand for iPhones and network usage.  However, since they are 
offered through other channels, Apple cannot extract the rents from their 
sales. Thus the economic return shifts ownership in the market.  Furthermore, 
the loss of control of the Apps market moves the market towards more free 
market conditions, and thus the pricing drops, resulting in lower returns to 
Apple.  However, in both cases, AT&T wins as either Apple or third-party 
jailbreakers both drive data usage on their exclusive network. 

So what will happen? Amidst the growing amount of jailbreaking, the 
competition will rise.  While the first mover into this realm of Apps was 
Apple, the second mover is everyone else with the launch of competing 
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platforms and application infomediaries.  Recently a dozen of the world's 
leading mobile-phone operators joined forces to counter Apple's dominance 
of mobile applications.92 Orange, Telefonica, AT&T and nine other 
companies are forging an alliance to build an open technology platform 
designed to deliver applications to all mobile-phone users.93  This latter 
action is a direct result of the fact that the service providers sell data usage 
and anything that increases their usage will increase their sales, independent 
of platform. 

The traditional view of a firm’s investment in innovation appears to 
hold large scale investments in platform and system development, but what is 
emerging now are organic innovations, occurring at the individual level, 
where the individual may be a sole proprietor, part of a company, or just a 
techno whiz interested in creating something new.  The platform (iPhone) 
acts as a vehicle for creating and distributing Apps (the innovation), yet the 
market is controlled by Apple which can restrict the access to the market for 
those Apps it does not deem acceptable. In this case they are limiting 
innovation, at no cost to themselves, yet at a potential cost to the economy 
which loses out on the benefits associated with a new App.  It would appear 
that the market control will continue in the short run for Apple, but the 
demand and market value itself will lead to new strategies for innovations to 
reach the market, as seen with jailbreaking. 
 

VII. THE ETHICS OF JAILBREAKING AND CULTURAL RELATIVISM 
 

The legal and business analysis of jailbreaking the iPhone have been 
discussed, but the ethics of jailbreaking have yet to be considered.  This 
section includes a brief analysis of the ethical issues associated with 
jailbreaking from the cultural relativism perspective, presents a few examples 
and questions to further a discussion associated with this topic in a classroom 
setting. 

There is a different culture because of the technology advances that have 
occurred within the last decade.  Cultural relativism is one ethical principle 
that applies to the current attitude toward technology and copyright violation: 
 

Cultural Relativism argues that ‘when in Rome, do as the Romans 
do.’  What is morally right for one society or culture may be wrong 
for another.  Moral Standards vary from one culture to another… A 
criterion that relativists would use to justify their actions would be:  

                                                 
92 App Store Competition: AT&T Among Companies To Rival Apple for Phone Applications 
Market, HUFFINGTON POST, (Feb. 15 2010), available at 
http://www.huffingtonpost.com/2010/02/15/app-store-competition-att_n_462335.html. 
93 See id. 
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‘Are my beliefs, moral standards, and customs satisfied with this 
action of outcome?’94 

 
There are two cultural factions that exist in society based on this 

principle.  One group follows the rules to avoid violating the law based on 
copyright violation.  This group will purchase technology and use it for its 
intended purpose, either because they do not know of any other use or do not 
have the wherewithal to realize potential other uses. These are the individuals 
who purchase an iPhone and have no intention of breaking the code to use 
the iPhone for a use other than that of a phone with Apps. Most may not even 
be aware that jailbreaking the iPhone is a possibility. The other faction 
believes that it is acceptable to engage in copyright violations because their 
actions do not constitute a copyright violation in the first place. In other 
words, their mentality is along the lines of, “I bought an iPhone, it’s mine, 
and I can do what I want to with it.  How can breaking the software code on 
something I purchase be illegal?”  Copyright violations are also acceptable 
because it is the norm within this group.  It is almost a game that exists 
between the consumer in this group and the company or product that has 
been released to find a way to break into the technology and determine its 
inner workings. 
 

A. Examples 
 

Compare the following technologies in relation to a copyright violation 
that have existed within the last six decades.  How do they compare or differ 
to unlocking and jailbreaking the iPhone?  The following chart can be used 
as the foundation for an exercise in a classroom setting: 
 

 
 Description Intended Use 

Example of 
Intended Use Other Uses 

Example of 
Other Uses 

Copier 

“Machine that 
makes paper 
copies of 
documents”95 

Mass 
duplication of 
paper copies 
in a business 
environment 

Text book 
publisher 
making copies 
of text book 
for mass 
distribution 

Copying and 
distribution of 
copyrighted 
works 

Church choir 
director 
purchasing 
one music 
book and 
making and 
distributing 
copies of 
songs to 
distribute to 
choir 
members 

                                                 
94 JOSEPH A. WEISS, BUSINESS ETHICS:  A STAKEHOLDER AND ISSUES MANAGEMENT APPROACH 
132 (4th ed. 2006) 
95 http://en.wikipedia.org/wiki/Copier (last visited April 12, 2010). 
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 Description Intended Use 

Example of 
Intended Use Other Uses 

Example of 
Other Uses 

Tape 
Recorders 

Records and 
plays back 
sound96 

Recording 
sound and 
data storage97 

Music 
recording 
studio 
capturing 
music 
performance 

Recording a 
class lecture 

Distributing 
lecture to 
classmates  
without a 
license 

Tape 
Dubbing 
System 

Copies audio 
recordings 

To duplicate 
and distribute 
audio 
recordings; 
dub records, 
tapes, and 
other audio 

Music 
publisher 
making copies 
of music tapes 
for mass 
distribution 

Copying and 
distribution of 
copyrighted 
works 

Loaning a 
music tape to 
a friend to 
make a 
dubbed copy 

Compact 
Disc (CD) 

“Optical disc 
used to store 
digital data”98 

Storage 
medium for 
sound, music 
and data 

Playing music 
through a CD 
player 

Media storage 
Backing up 
data files or 
photographs 

Digital 
Versatile 
Disc (DVD) 

Optical disc 
for video and 
data storage99 

Storage 
medium for 
movies, music 
and data 

Viewing a 
movie one 
one’s 
television 
with a DVD 
player 

Media storage 
Backing up 
data files or 
photographs 

CD Player 

“electronic 
device that 
plays audio 
Compact 
Discs”100 

Plays audio 
recordings 

Listening to 
music on a 
CD while 
driving one’s 
vehicle 

  

DVD 
Player 

“Device that 
plays discs 
produced 
under the 
DVD-Video 
and DVD-
audio 
technical 
standards”101 

Plays movie 
recordings 

Watching a 
movie on 
one’s home 
television 

  

CD/DVD 
Burner 

Electronic 
device that 
allows one to 
record audio 
or video to a 
CD or DVD 

To duplicate 
and distribute 
audio and 
movie 
recordings 

Mass 
production by 
an industry or 
making a 
back-up for 
personal use 

Copying and 
distribution of 
copyrighted 
works 

Loaning a 
music CD or 
movie DVD 
to a friend to 
make a CD or 
DVD copy 

CD/DVD 
Ripping 
Software 

Software that 
allows the 
copying or 
recording or 

To duplicate 
and distribute 
audio 
recordings 

To save a 
backup copy 
of one’s CD 
or DVD onto 

Copying and 
distribution of 
copyrighted 
works 

Loaning a 
music CD or 
movie DVD 
to a friend to 

                                                 
96 http://en.wikipedia.org/wiki/Tape_recorder (last visited April 12, 2010). 
97 See id. 
98 http://en.wikipedia.org/wiki/Compact_Disc (last visited April 12, 2010). 
99 http://en.wikipedia.org/wiki/Dvd (last visited April 12, 2010). 
100 http://en.wikipedia.org/wiki/Cd_player (last visited April 12, 2010). 
101 http://en.wikipedia.org/wiki/Dvd_player (last visited April 12, 2010). 
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 Description Intended Use 

Example of 
Intended Use Other Uses 

Example of 
Other Uses 

media to a 
hard disk102 

a hard disk make copy on 
a hard disk 

Digital 
Recorder 

Records and 
plays back 
sound 

Recording 
sound 

Recording 
personal notes 
or to-do list 

Recording a 
class lecture 

Distributing 
lecture to 
classmates  
without a 
license 

DeCSS 

computer 
program 
capable of 
decrypting 
content on a 
commercially 
produced 
DVD video 
disc103 

To break anti-
copyright 
software on 
movies 

Copying and 
distribution of 
copyrighted 
works 

  

 
B. Questions 

 
The following questions can be used as a starting point to facilitation a 

conversation associated with technology and copyright violations: 
 

1. What is the intended or primary use of the product? 
2. What is the actual use of the product? 
3. What other uses may be considered for the product? 
4. How are these technologies similar of different to jailbreaking the 

iPhone? 
5. Why are these technologies allowed if they facilitate copyright 

violations? 
6. Who is being harmed if the product is being used for a means other 

than its intended use? 
7. Shouldn’t a consumer be able to do what he or she wants to with a 

product that they paid for? 
 

VIII. CONCLUSION 
 

The issue of jailbreaking the iPhone and the secondary market for Apps 
is an emerging one at best.  It has some similarities to earlier forays into the 
realm of digital arts and electronic media, but unlike Napster and the sharing 
of copyrighted of music, this situation involves the technology creator 
(Apple) limiting the access to the market for other innovators to sell Apps.  
Furthermore, the technology creator owns the platform technology, the 

                                                 
102 http://en.wikipedia.org/wiki/DVD_ripping (last visited April 12, 2010). 
103 http://en.wikipedia.org/wiki/DeCSS (last visited April 12, 2010). 
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channels for selling and distributing the Apps, and has exclusively licensed 
for the use of their device on a single wireless carriers network, essentially 
creating a fully monopolized supply chain.  This tight grip on controlling the 
extraction of rents for the use of the Apps has led and will continue to lead to 
an increase in secondary markets for Apps through jailbreaking, and is also 
leading to the emergence of competitive platforms such as Droid.  What 
remains to be seen is if Apple will continue to attempt to hold its grip on the 
iPhone and Apps and let the market respond via multiple competitive paths, 
or if they will develop more open operating models that continue to ensure 
their market dominance while not stifling third-party App developers. 

The Librarian of Congress has yet to rule on the the jailbreaking 
exception to the DMCA, and, unless Apple takes affirmative action, the issue 
will remain within the gray area of right and wrong until the Librarian rules 
on the matter later this year.104  Jailbreaking is considered by Apple to be an 
illegal activity, a copyright infringement with potential civil and criminal 
remedies under the DMCA, so contrary to the cases referenced herein where 
litigation ensued by a party to prevent such a violation, why hasn’t Apple 
proceeded with litigation as of this date?  One reason we speculate is that 
Apple has enough control built in to its products and software that prevent 
widespread copyright infringement experienced in the cases supra.  We can 
only assume that Apple’s model is predicated on knowing that there are those 
individuals who will look for ways to jailbreak the iPhone regardless the 
number of technological anti-copyright protections Apple implements.  As 
long as those same individuals do not exceed a certain capacity in interfering 
with Apple’s financial business model based on its control of the technology, 
software and infrastructure that allows it to make money, it will continue to 
play the cat and mouse game of releasing software updates to keep those 
individuals in check. 
 

                                                 
104 Subsequent to the submission and acceptance of this paper, but before publication, the 
Librarian of Congress made his recommendation to the Registrar of Copyrights in a letter 
dated June 11, 2010 regarding the new classes of works exempt from the DMCA, and 
specifically addressing the issues related to jailbreaking the iPhone as discussed in this paper.  
See http://www.copyright.gov/1201/2010/initialed-registers-recommendation-june-11-
2010.pdf. 


