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I.  INTRODUCTION 
 

Identity theft is a problem affecting a substantial portion of the American population.  
According to a survey commissioned by the Federal Trade Commission (FTC), 4.6% of Americans 
were victims of some form of identity theft during the twelve months ending July 1, 2002.1  During 
the same period, 1.5% Americans were victims of “new accounts and other frauds” identity theft, 
which resulted in an average loss $10,200 per victim and 60 hours of time spent by each victim 
attempting to resolve their identity problems.  According to the researchers, incidents of identity 
theft have been doubling from one year to the next.   

In this environment of increasing identity theft, the number of U.S. firms outsourcing their 
financial services is also growing annually.  According to a recent survey prepared for 
PricewaterhouseCoopers, 77 percent of 151 major U.S. companies are currently utilizing 
outsourcing in their financial functions.2  Among the services currently outsourced are 
bookkeeping, certain audit procedures, tax preparation, investment advisory services and 
workpaper storage or destruction services.3  A large number of these services are provided through 
business process outsourcing (BPO) in India, where accountants with a college degree earn 
approximately $8 per hour.4  It is estimated that more than 100,000 federal and state tax returns 
were outsourced to foreign preparers in India during the 2004 filing season.5 

Protections and assurances to customers whose information is outsourced offshore generally 
fall into the following categories: professional standards governing use of client information by 
CPAs, Internal Revenue Code rules governing use of confidential information, privacy rules in the 
Gramm-Leach-Bliley Act (the G-L-B Act)6 as implemented by FTC regulations, and civil remedies 
under state laws and the laws of foreign jurisdictions.  It is questionable whether any of these 
protections are sufficient to deal with the enormity of the identity theft problem.  The most 
comprehensive standards and protections against identity theft have been established by the FTC 
under the G-L-B Act.  But their impact on CPAs has been characterized as “minimal”7 and a 
federal court has held that attorneys are not subject to the privacy rules of the G-L-B Act.8  Self-
policing remains the paradigm for identity theft protection.  Because the adequacy of self-policing 
cannot be directly observed by clients or regulators, various safeguard certifications are used by tax 
preparers to signal their levels of self-policing.  Ultimately, the adequacy of these certifications 
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will depend on their cost-effectiveness and may prove to be particularly burdensome to smaller tax 
preparers or service providers.   

The remainder of this paper is organized as follows.  Part 2 contains a summary of existing 
protections and assurances to customers from identity theft.  Part 3 describes the significance of 
safeguard certifications as signals of the adequacy of self-policing efforts and Part 4 summarizes 
our conclusions regarding the adequacy of current standards and protections for identity theft.   

 
 

II.  IDENTITY THEFT PROTECTIONS AND ASSURANCES 
 
 

A.  GRAMM-LEACH-BLILEY ACT 
 

The G-L-B Act was enacted in November 1999, primarily to reform the financial services 
industry, but also to establish rules to protect consumer financial privacy.  Violators of the G-L-B 
Act can be fined up to $11,000 for each violation and also be subject to criminal penalties.9  Each 
separate violation of the G-L-B Act (e.g., each taxpayer whose information is unlawfully 
disclosed) constitutes a separate offense as does each day of failure to follow a final order of the 
FTC.  Under rules issued by the FTC an accountant or other tax preparation service is a “financial 
institution” subject to the G-L-B Act because tax preparation is a financial activity under federal 
regulations.10 

The G-L-B Act privacy rules promulgated under Section 502 of the G-L-B Act11 went into 
effect on July 1, 2001.  They require financial institutions, inter alia, to provide customers with 
clear and conspicuous notices, both when the customer relationship is formed and annually for the 
duration of the customer relationship, that accurately reflect the financial institution’s privacy 
policies and practices.   

One of the G-L-B Act privacy rules provides that any provider of financial services to 
consumers (those using the services for personal, family or household purposes) must notify the 
consumer of the provider’s practices and policies regarding the sharing of information.12  The 
consumer shall be provided with the information at the beginning of the relationship and annually 
thereafter.  In addition, the provider must provide the consumer with the categories of third parties 
to whom nonpublic information may be disclosed.13  An exception to the notice requirements is 
provided for tax preparers who use a third party to perform services for the consumer.  The 
exception to the notice requirements apply, inter alia, if the financial institution shares nonpublic 
personal information in connection with servicing or processing a financial product or service 
requested or authorized by the consumer, or if the disclosure is required or appropriate in the 
ordinary course of providing the financial service or product.14 

The safeguards rule set out in section 501(b) of the G-L-B Act15 requires financial institutions 
to protect the security, confidentiality, and integrity of customer information by developing a 
comprehensive written information security program that contains reasonable administrative, 
technical, and physical safeguards, including:16  

 
1.  Designating one or more employees to coordinate the information security 
program;  

                                                 
9 15 U.S.C.S. § 45(l) (2005).   
10 16 C.F.R. § 313.3(k)(2)(viii) (2005).   
11 15 U.S.C. § 6802 (2005). 
12 15 U.S.C. § 6802 (2005); 16 C.F.R. § 313.4 (2005). 
13 16 C.F.R. § 313.6  (2005). 
14 16 C.F.R. § 313.14 (2005). 
15 15 U.S.C. § 6801(b) (2001). 
16 16 C.F.R. § 314.4 (2005). 
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2.  Identifying reasonably foreseeable internal and external risks to the 
security, confidentiality, and integrity of customer information, and assessing 
the sufficiency of any safeguards in place to control those risks;  
3.  Designing and implementing information safeguards to control the risks 
identified through risk assessment, and regularly testing or otherwise 
monitoring the effectiveness of the safeguards’ key controls, systems, and 
procedures;  
4.  Overseeing service providers, and requiring them by contract to protect the 
security and confidentiality of customer information; and  
5.  Evaluating and adjusting the information security program in light of the 
results of testing and monitoring, changes to the business operation, and other 
relevant circumstances.   
 

Under proposed regulations published in the Federal Register on August 7, 2001, The FTC 
would have required financial institutions, including tax preparers, to oversee service providers 
by:17  

 
1. Selecting and retaining service providers that are capable of maintaining 
appropriate safeguards for the customer information at issue; and  
2. Requiring (those) service providers by contract to implement and 
maintain such safeguards.  

 
Comments to the proposed rule suggested that these requirements would impose a strict liability18 
or negligence per se19 standard of liability on the financial institution in the event the service 
provider failed to maintain appropriate safeguard.20  Several comments suggested the strict liability 
approach of the proposed rules be replaced with a “due diligence” standard similar to that imposed 
under the guidelines established by the Office of the Comptroller of the Currency, the Federal 
Deposit Insurance Corporation and other banking agencies (the Banking Agency Guidelines).21  
The Banking Agency Guidelines due diligence standard requires banks and credit unions to:22 

 
1.  Exercise appropriate due diligence in selecting (their) service providers; 
2.  Require (their) service providers by contract to implement appropriate 
measures designed to meet the objectives of (the Banking Agency 
Guidelines);and 
3.  Where indicated by (their) risk assessment, monitor (their) service 
providers to confirm that they have satisfied their obligations as required by 
(provisions of the Banking Agency Guidelines).  As part of this monitoring, 
(they) should review audits, summaries of test results, or other equivalent 
evaluations of (their) service providers. 

                                                 
17 Safeguards for Safeguarding Customer Information, 66 Fed. Reg. 41,162 (2001) (proposed amendments to 
rules under 16 C.F.R. Part 314). 
18 Letter from Mallory B. Duncan, National Retail Federation, to the Secretary, Federal Trade Commission (Oct. 
1, 2001), at http://www.ftc.gov/privacy/glbact/safeguard/nrf.pdf (last visited Mar. 1, 2005).   
19 Email message from Professor David Paas, Hillsdale College, to Secretary, Federal Trade Commission, (Oct. 
5, 2001), at http://www.ftc.gov/privacy/glbact/safeguard/davidpaas.htm (last visited Mar. 1, 2005).  Author 
retains copies. 
20 Standards for Safeguarding Customer Information; Final Rule, 67 Fed. Reg. 36,484 (May 23, 2002) (final 
safeguards rule amending 16 C.F.R. Part 314). 
21 E.g., letter from Donna L. Radzik, Senior Counsel Household Finance Corporation, to Secretary, Federal 
Trade Commission (Oct. 9, 2001), at http://www.ftc.gov/privacy/glbact/safeguard/hfc.htm (last visited Mar. 1, 
2005).  Author retains copies. 
22 12 C.F.R. Part 30, Appendix B(III)(D); 12 C.F.R. Part 748, Appendix A(III)(D). 
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The preamble to the Banking Agency Guidelines indicates that monitoring of service 
providers can be accomplished through the periodic review of the service provider’s associated 
audits, summaries of test results, or equivalent measures.23  Financial institutions are expected to 
receive, when appropriate, copies of audits and test result information sufficient to assure the 
institution that the service provider implements information security measures that are consistent 
with its contract provisions regarding the security of customer information.  A report issued under 
the American Institute of Certified Public Accountants (AICPA) Statement of Auditing Standards 
No. 70 (a SAS 70 report) is the only example provided in the preamble to the Banking Agency 
Guidelines of an external audit tool that may be to provide assurances of service provider 
safeguards.  

The final rules issued by the FTC under the G-L-B Act safeguards rule relaxed the standard 
of care for the financial institution from what some commentators described as a strict liability 
standard in the proposed rules to a “reasonable steps” standard.  Under these rules financial 
institutions are required to oversee service providers by (italics in the first item below reflect 
language added in the final rules):24 

 
1.  Taking reasonable steps to select and retain service providers that are 

capable of maintaining appropriate safeguards for the customer 
information at issue; and 

2.  Requiring (the) service providers by contract to implement and maintain 
such safeguards.  

 
The preamble to the final rules indicates that the reasonable steps standard is designed to more 
closely parallel the due diligence standard in the Banking Agency Guidelines.25   

Attorneys represented by the New York State Bar Association and the American Bar 
Association have successfully challenged FTC rules requiring them to comply with the G-L-B Act 
regulations.26  The AICPA sought an exemption from the privacy provisions of G-L-B Act because 
the AICPA Code of Professional Conduct has stricter requirements, but the exemption was denied.  
The AICPA is currently seeking legislative relief from the rules, but is advising its members to 
comply until a change in the law occurs.27  The AICPA views privacy issues as a practice 
development opportunity28 and appears to be downplaying the burden on accountants of FTC 
enforcement of G-L-B Act privacy provisions.   

Enforcement will be minimal in almost all cases, with no fines or other administrative 
penalties provided in the legislation. The Federal Trade Commission’s (FTC’s) only recourse 
would require court action, which could order a CPA to make disclosures. This would be resorted 
to only where there was a disclosure abuse.29 

                                                 
23 Guidelines for Safeguarding Member Information, 66 Fed. Reg. 8,152 (Jan. 30, 2001); Interagency Guidelines 
Establishing Standards for Safeguarding Customer Information and Recission of Year 2000 Standards for Safety 
and Soundness,  66 Fed. Reg. 8,616 (Feb. 1, 2001).   
24 16 C.F.R. § 314.4(d) (2005). 
25 Standards for Safeguarding Customer Information; Final Rule, 67 Fed. Reg. 36,484 (May 23, 2002) (final 
safeguards rule amending 16 C.F.R. Part 314). 
26 Letter from William E. Kovacic, General Council Federal Trade Commission, to David L. Roll, Steptoe & 
Johnson LLP, and Steven C. Krane, Proskauer Rose LLP (May 7, 2004), at 
http://www.abanet.org/poladv/FTC%20Ltr%20re%20GLBA.pdf (last visited Mar. 1, 2005).  Author retains 
copies.  Mr. Kovacic represents that the FTC will not bring any enforcement actions against lawyers under the 
privacy or safeguard provisions of the G-L-B Act until the District Court’s order in New York State Bar Ass’n 
v. FTC (276 F.Supp.2d 110 (D.D.C. 2003)) is reversed.  
27 American Institute of Certified Public Accountants, AICPA Member Practice Guide on the Privacy Protection 
Provisions of the Gramm-Leach-Bliley Act and Related Federal Trade Commission Regulations (2002). 
28 Privacy Remains a Priority, The Practicing CPA, June 2004, at 
http://www.aicpa.org/pubs/tpcpa/june2004/privacy.htm (last visited Mar. 1, 2005).  Author retains copies. 
29 Gramm-Leach-Bliley Act – Full compliance required by July 1, 2001, The Practicing CPA, June 2001, at 
http://www.aicpa.org/pubs/tpcpa/june01/gramm.htm (last visited Mar. 1. 2005).  Author retains copies. 
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FTC enforcement of the G-L-B Act safeguards rule is represented by a series of consent 

decrees with financial institutions deemed by the FTC to have violated the rules.30  One of these, a 
FTC complaint against Sunbelt Lending Services Inc., alleged that a mortgage company violated 
the G-L-B Act safeguard rules by, inter alia, failing to take steps to ensure that its service 
providers were providing appropriate security for it’s customer information.31  The consent decree 
provided that Sunbelt would not violate the G-L-B Act privacy or safeguards rules and would 
acquire an assessment from a third-party professional that its security program meets the 
protections of the safeguard rules and is operating with sufficient effectiveness to provide 
reasonable assurances that the security, confidentiality, and integrity or nonpublic personal 
information is protected.32  The Sunbelt decision and order did not specifically mention any steps 
to be taken to ensure that service providers were providing adequate security for customer 
information.   
 
 

B.  INTERNAL REVENUE CODE RULES 
 

Income tax return preparers are subject to civil33 and criminal liability34 for the unlawful 
disclosure of any information furnished to them.  The Regulations on Procedure and 
Administration define tax return preparers as including both persons who prepare tax returns and 
persons who provide auxiliary services in the connection with the preparation of tax returns, 
including computerized tax return processing services.35  The nationality, residence, or location of 
places of business of a person who prepares a tax return does not affect their status as a tax return 
preparer.36  Regulations provide that a tax return preparer may disclose, without obtaining the 
client’s consent, tax return information to auxiliary service providers for the purpose of 
transferring that information to, and computing the tax liability on, a tax return by means of 
electronic, mechanical, or other form of tax return processing service.37  Outsourcing of tax return 
preparation generally involves more than traditional auxiliary services.  Tax return BPO services in 
India are typically performed by Indian Chartered Accountants supervising a staff of college 
graduates with college degrees in accounting.   The IRS currently interprets the regulations as 
permitting disclosure by a U.S. tax preparer of taxpayer information to a BPO overseas without the 
client’s consent.38  The review of security policies for the prevention of identity theft is beyond the 

                                                 
30 E.g., Sunbelt Lending Services, Inc., FTC Docket No. C-4129 (Jan. 3, 2005), at 
http://www.ftc.gov/os/caselist/0423153/050107do0423153.pdf (last visited Mar. 1, 2005); Nationwide Mortgage 
Group, Inc., and John D. Eubank, FTC Docket No. 9319 (Mar. 4, 2005), at 
http://www.ftc.gov/os/adjpro/d9319/050304agreeconorder.pdf (last visited Mar. 1, 2005);  Guess?, Inc. and 
Guess.Com, Inc., FTC Docket No. C-4091 (June 18, 2003), at http://www.ftc.gov/os/2003/06/guessagree.htm 
(last visited Mar. 1, 2005); Microsoft Corporation, FTC Docket No. C-4069 (Dec. 20, 2002), at 
http://www.ftc.gov/os/2002/12/microsoftdecision.pdf (last visited Mar. 1, 2005); MTS, Inc., d/b/a Tower 
Records/Books/Video, and Tower Direct, LLC, d/b/a TowerRecords.com, FTC Docket No. C-4110 (May. 28, 
2004), at http://www.ftc.gov/os/caselist/0323209/040602do0323209.pdf (last visited Mar. 1, 2005). 
31 Sunbelt Lending Services, Inc., FTC Docket No. C-4129 (Jan. 3, 2005), at 
http://www.ftc.gov/os/caselist/0423153/050107do0423153.pdf (last visited Mar. 1, 2005). 
32 Sunbelt Lending Services, Inc., FTC Docket No. C-4129 (Jan. 3, 2005), at 
http://www.ftc.gov/os/caselist/0423153/050107do0423153.pdf (last visited Mar. 1, 2005).  Author retains 
copies. 
33 I.R.C. § 6713 (2005). 
34 I.R.C. § 7216(a) (2005). 
35 Treas. Reg. § 301.7216-1(b)(2)(i) (2005).   
36 Treas. Reg. § 301.7701-15(a)(5) (2005). 
37 Treas. Reg. § 301.7216-2(h) (2005).   
38 Letter from Mark Everson, Commissioner of Internal Revenue, to Rep. Edward J. Markey (Apr. 6, 2004), at 
http://www.house.gov/markey/Issues/iss_finprivacy_rep040406.pdf (last visited Mar. 1, 2005).  Author retains 
copies. 
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scope of I.R.S responsibilities in enforcing the disclosure rules.  The IRS will not hold a U.S. tax 
preparer responsible for an unauthorized disclosure of information by a foreign person engaged to 
help in the preparation of a tax return and concedes that its civil and criminal remedies against such 
foreign persons are not comparable to those available against U.S. tax preparers. 39 

At present, IRS rules lag behind those of the G-L-B Act in providing protections from 
identity theft.  Furthermore, the IRS has indicated that the G-L-B Act does not supersede, alter, or 
affect the provisions of I.R.C. section 7216 restricting the disclosure of tax return information by a 
tax return preparer.40  The Treasury Department and Internal Revenue Service are currently 
considering changes to the section 7216 regulations that would require consent of the client before 
information is transferred to foreign preparers and are also considering measures to ensure that the 
confidentiality of private information will be maintained by the foreign preparer.41   

 
 

C.  PROFESSIONAL STANDARDS FOR CPAS 
 

The AICPA Professional Ethics Executive Committee has recently adopted new standards 
governing the use of third-party service providers by its members, including an offshore BPO.  
Prior to disclosing tax return information to a third-party service provider an AICPA member must 
inform the client of such proposed disclosure, preferably in writing.42  The AICPA member 
remains responsible for the adequate oversight of all services performed by the third-party service 
provider.43  The AICPA member is not required to obtain the consent of the client before 
disclosing information to the third-party service provider, but must enter into a contractual 
agreement with the service provider to maintain the confidentiality of the information and be 
reasonable assured that the third-party service provider has appropriate procedures in place to 
prevent the unauthorized release of confidential information to others.44  The nature and extent of 
such procedures depends on facts and circumstances, including publicly available information on 
the third-party service provider’s controls and procedures to safeguard confidential client 
information.45  

 
 

D.  STATE AND FOREIGN LEGAL REMEDIES 
 

Direct legal remedies by a client against a third-party service provider in a foreign country 
may not be effective.  For example, in India, where many tax return service providers are located, 
the courts tend to move very slowly and there is no general data protection law in place.  In 
addition, without an express contractual provision between the American tax preparer and the 
Indian third-party service provider, a client of the tax preparer generally has no standing to sue the 
Indian party under Indian Law.  Choice of law and jurisdictional provisions may provide for 
dispute resolution in U.S. courts applying U.S. laws, but the enforceability of such provisions may 
result on how they are interpreted by local courts in the foreign jurisdiction.   Ultimately, tax 
preparers bear substantial risk of liability from identity theft resulting from use of offshore third-
party service providers under general principles of contract law to their clients for wrongdoing by 

                                                 
39 Letter from Mark Everson, Commissioner of Internal Revenue, to Rep. Edward J. Markey (Apr. 6, 2004), at 
http://www.house.gov/markey/Issues/iss_finprivacy_rep040406.pdf (last visited Mar. 1, 2005).  Author retains 
copies. 
40 Cumulative Bulletin Notice 2002-6 (Restriction on Disclosure and Use of Tax Return Information by Tax 
Return Preparers), 2002-1 C.B. 326 (Dec. 21, 2001). 
41 Internal Revenue Service National Taxpayer Advocate Service, National Taxpayer Advocate 2004 Annual 
Report to Congress Vol. I, at 85 (2004).   
42 AICPA Ethics Standards, ET § 191.224-.225, Ethics Ruling No. 112 under Rule 102 (Oct. 28, 2004).   
43 AICPA Ethics Standards, ET § 291.023-.024, Ethics Ruling No. 12 under Rule 201(Oct. 28, 2004).    
44  AICPA Ethics Standards, ET § 391.001-.002, Ethics Ruling No. 1 under Rule 301(Oct. 28, 2004).   
45 AICPA Ethics Standards, ET § 391.001-.002, Ethics Ruling No. 1 under Rule 301(Oct. 28, 2004).   
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their third-party delegates.46  Tax preparers may also face liability based on tort when the acts of an 
offshore service provider cause damages to a customer.  In an action based on a claim of 
negligence, a New York court held that a life insurance company had a duty to protect the 
confidential personal information provided to them by a client.47   

An alternative cause of action against a financial institution involved in outsourcing could 
arise in agency law.  As mentioned previously, the safeguards rule of the G-L-B Act requires 
financial institutions to oversee the work of service providers.  A victim of identity theft may argue 
that this supervision created an agency relationship and therefore hold the financial institution 
liable.  A study released by the FDIC in 2004 addresses the risks of outsourcing data services.  
Relevant to the responsibility of directors and management of financial institutions, the study states 
“institutions that transfer internal services to third parties have the same risk management, security, 
privacy, and other consumer protection responsibilities as if the institution conducted the activities 
itself.  The board of directors and management have the responsibility to ensure that the third-party 
activity is conducted in a safe and sound manner and is in compliance with policies and applicable 
laws.”48 

 
 

E.  CURRENT LEGISLATIVE INITIATIVES IN THE U.S. 
 

Over 150 bills are currently pending in the U.S. Congress and state legislatures regarding 
outsourcing.  The State of California recently amended its Business and Professions Code to 
require California accountants to obtain a client’s written permission prior to disclosing 
confidential information to a third party service provider.49  But a California privacy bill, Senate 
Bill 1451, was recently vetoed by Governor Arnold Schwarzenegger.  The bill would have 
prohibited a person or entity outside the state that receives protected information-such as health or 
financial data-from sharing or disclosing the information in violation of California privacy laws.  
Further, violators would have been civilly liable and subject to legal action in California courts. 

The Safeguarding Americans From Exporting Identification Data Act (the SAFE-ID Act) was 
introduced in the U. S. Senate on May 20, 2004 by Senators Clinton and Dayton.50  The Act 
prohibits any person from disclosing personal information regarding a U.S. resident to any foreign 
affiliate, subcontractor or unaffiliated third party without complying with the privacy protections of 
the G-L-B Act.  In addition, the consumer shall be provided with the opportunity to object to the 
disclosure.  The provider cannot deny service or raise the fee if a customer objects.  The Act 
further provides that a business knowingly transferring personal information to a third party abroad 
shall be liable for any damages suffered due to improper storage, duplication, sharing or other 
misuse by the transferee.  The injured party may bring a civil action for damages sustained.  As of 
this writing, the SAFE-ID Act has not yet passed out of committee.   
 
 

F. CONSUMER PRIVACY PROTECTION IN THE LEGAL ENVIRONMENT OF INDIA 
 

India currently has no law regarding the protection of data.  The National Association of 
Software and Service Companies (NASSCOM) lobbied in 2000 for the passage of a law requiring 

                                                 
46  Unless the obligee agrees otherwise, neither delegation of performance nor a contract to assume the duty 
made with the obligor by the person delegated discharges any duty or liability of the delegating obligor. 
 Restatement (Second) of Contracts § 318(3) (1981). 
47 Daly v. Metropolitan Life Insurance Company, 782 N.Y.S.2d 530 (2004). 
48  Federal Deposit Insurance Corporation, Offshore Outsourcing of Data Services by Insured Institutions and 
Associated Consumer Privacy Risks, at 14 (June, 2004) 
49 Cal. Bus. & Prof. Code § 5063.3, at http://www.dca.ca.gov/cba/acnt_act.htm (Mar. 1, 2005).   
50 S. 2471, 108th Cong., 2d Sess. (2004).   
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the protection of data transmitted via computer networks.  The law would also comply with the 
standards for data protection established by the European Union (EU).  The EU’s privacy laws 
require that any country receiving or storing data from a member State must have privacy laws that 
are comparable to EU laws.  At this time, the proposed law has not been adopted. 

India’s current Constitution was adopted in 1950 and provides limited constitutional 
protections to privacy.  The document does not refer expressly to the right of privacy, a Supreme 
Court decision in 1963, however, held that Article 2151  recognizes an implicit right to privacy.52  
The Indian Parliament passed the Information Technology Act of 2000 for the regulation of 
electronic commerce.  Article 72 of the Act addresses confidentiality and privacy: 

 
Save as otherwise provided in this Act or any other law for the time being in 
force, any person who, in pursuant of any of the powers conferred under this 
Act, rules or regulations made thereunder, has secured access to any 
electronic record, book, register, correspondence, information, document or 
other material without the consent of the person concerned discloses such 
electronic record, book, register, correspondence, information, document or 
other material to any other person shall be punished with imprisonment for a 
term which may extend to two years, or with fine which may extend to one 
lakh rupees, or with both.53 

 
 

G. SUMMARY OF LEGAL AND REGULATORY ENVIRONMENT 
 
Currently, the initiative for enforcing the security of taxpayer information delivered to foreign 

service providers appears to rest with the FTC in enforcing the G-L-B ACT safeguard rules which 
establish a reasonableness standard for selecting and retaining service providers capable of 
maintaining appropriate safeguards and contractual obligations on such service and contractual 
requirements on service providers to implement and maintain such safeguards.  The AICPA rules 
governing CPAs are similar to the FTC rules, while the IRS does not currently hold tax preparers 
responsible for unauthorized disclosure of information by third-person foreign service providers. 

Suggested due diligence for third-party service providers under guidelines applicable to 
financial institutions under the Banking Agency Guidelines (which are similar to the G-L-B Act 
rules) include:54 

 
• Experience in implementing and supporting the proposed activity; 
• Audited financial statements of the third party and its significant 

principals;  
• Business reputation, complaints, and litigation; 
• Qualifications, backgrounds, and reputations of company principals; 
• Internal controls environment and audit coverage; 
• Adequacy of management information systems; 
• Business resumption, continuity, recovery, and contingency plans; 
• Technology recovery testing efforts; 
• Cost of development, implementation, and support; 
• Reliance on and success in dealing with sub-contractors; and 
• Insurance coverage. 
 

                                                 
51 India Const. art. 21, which  provides that “(n)o person shall be deprived of his life or personal liberty except 
according to procedure established by law.” 
52 Kharak Singh v. State of Uttar Pradesh,, 1963 A.I.R. (S.C.) 1295. 
53 India Information Technology Act, 2000 (No. 21 of 2000), art. 72 (2005), at 
http://www.naavi.org/importantlaws/itbill2000/ch11.html (last visited Mar. 1, 2005).  Author retains copies. 
54 Comptroller of the Currency, OCC Bulletin 2001-47 (Nov. 1, 2001). 
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The extent to which tax preparers can be expected to take the steps necessary to insure against 

identity theft when they transfer information to offshore service providers will be determined in 
great part by the costs those steps entail.  One company which entered into a consent decree with 
the FTC agreeing to maintain compliance with the G-L-B Act privacy and safeguard rules 
anticipates that the costs of compliance will force the company out of business.  The company has 
net income after expenses of $150,000 and estimates that initial costs to comply with the consent 
decree will be $70,000 and $30,000 per year thereafter.55  Larger financial institutions are better 
able to bear the costs of compliance and have the leverage to pass compliance costs on to service 
providers.  For example, Transcontinental Direct, a direct mail company whose clients include 
major financial institutions, conducts its own internal audits and also undergoes client audits 
covering the G-L-B ACT privacy and safeguard rules and the due diligence rules under the 
Banking Agency Guidelines,56 SAS 70 Type II audits, numerous other audits of financial stability, 
as well as contingency planning.57   

 
 

III.  CERTIFICATION OF A SERVICE PROVIDER UNDER AICPA OR ISO FRAMEWORKS 
 

A tax preparer can hedge the risks associated with inadequate control by a service provider by 
requiring the service provider to produce either a Statement on Auditing Standards (SAS) No. 70 
certification or an ISO 17799 certification. 

 
 

A.  SAS 70 
 

The American Institute of Certified Public Accountants issued Statement on Auditing 
Standards No. 70, Service Organizations (SAS 70) through the Auditing Standards Board (ASB) in 
1992 to become effective for reports dated after March 31, 1993.  Minor amendments to the 
Standards were incorporated in SAS No. 78 (Consideration of Internal Control in a Financial 
Statement Audit: An Amendment to Statement on Auditing Standards No. 55) and SAS No. 88 
(Service Organizations and Reporting on Consistency) and the amended SAS 70 was incorporated 
into the Omnibus Statement of Auditing Standards (SAS  No. 98) in 2002.58 

SAS 70 is intended to provide assistance to an auditor engaged in an independent financial 
statement audit and one important purpose of the Statement is to “obtain reasonable assurance 
about whether…the service organization’s description presents fairly…the aspects of the service 
organization’s controls that may be relevant to a user organization’s internal control as it relates to 
an audit of financial statements.”59  This purpose is outside the scope of our study.  However, two 
additional purposes of the Statement are relevant: that there is reasonable assurance that “…the 
controls were suitably designed to achieve specified control objectives and … such controls had 
been placed in operation as of a specified date”.  A SAS 70 engagement can be structured to 
include the concerns of a tax preparer using a service organization for processing. A SAS 70 
engagement focuses on the expression of an opinion concerning the adequacy of a listed set of 

                                                 
55 Robert McMillan & Vijayan Jaikumar, Update: Petco settles FTC charge on customer data.  IDG News 
Service, Nov. 18, 2004; Nationwide Mortgage Group, Inc., and John D. Eubank, FTC Docket No. 9319 (Mar. 4, 
2005). 
56 Comptroller of the Currency, OCC Bulletin 2001-47 (Nov. 1, 2001); 12 C.F.R. Part 30, Appendix B(III)(D); 
12 C.F.R. Part 748, Appendix A(III)(D). 
57 Safeguards rule under radar, DM News, Dec. 27, 2004, at 
http://www.transcontinentaldirect.com/index/pdf/dmnews_1230.pdf  (last visited Mar. 1, 2005); 
Transcontinental Direct, Security Measures (2004), at 
http://www.transcontinentaldirect.com/index/security.html (last visited Mar. 1, 2005).  Author retains copies. 
58 AICPA Professional Standards, Auditing Standards, AU § 324 (2005) (codifies SAS 70). 
59 AICPA Professional Standards, Auditing Standards,  AU § 324.44(d) (2005). 
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control procedures and their relevance to a set of control objectives. The list of controls and the 
associated control objectives are provided by the service organization and the auditor conducting 
the SAS 70 engagement expresses one of two types of opinion about this list.  A tax preparer 
concerned with the risk of loss of confidential personal client information will be concerned with 
both the list of controls and the type of opinion expressed. 

 
B.  THE CONTROL LIST 

 
The focus of a SAS 70 engagement has traditionally been on providing comfort to an 

independent auditor in conducting a control risk assessment for a financial statement audit 
engagement.  The security of confidential information would not be a major control objective for 
this type of engagement.  In order to rely on a SAS 70 report for purposes of meeting the 
“reasonable steps” test a tax preparer should review the list of controls and control objectives 
incorporated in the SAS 70 audit report to assure that the listed objectives and controls include the 
objective of securing private identity information.  If the scope of coverage does not include such 
assurances the tax practitioner should make their inclusion a condition of engaging the service 
organization. 

 
 

C.  TYPES OF SAS 70 REPORT OPINIONS 
 

The SAS 70 auditor’s report may be issued at either of two levels: a report on controls placed 
in operation (type I) or a report on controls placed in operation and tests of operating effectiveness 
(type II).  The Standard does not use the type I/type II designations but they are commonly used in 
the literature and will be used here.  A type I opinion addresses whether “…the controls were 
suitably designed to provide reasonable assurance that the specified control objectives would be 
achieved if those controls were complied with satisfactorily.”60  This type report is valid for a 
single date. A type II audit expresses the same opinion but goes further and addresses the issue of 
whether the controls were in operation and were “…operating with sufficient effectiveness to 
provide reasonable assurance that the related control objectives were achieved during the period 
specified.”61  

Two weaknesses of the SAS 70 report are:  
 

1.  The type I report is valid for only a single date and does not provide any 
comfort that the controls in operation are effective during a period of time. 

2. The type II report provides some assurance that the controls are effective 
in operation over a period of time but it is a period that has passed. It is 
possible that during the current period the controls have become ineffective 
or are not in operation. 

   For purposes of meeting the “reasonable steps” test the tax practitioner 
should assure that the service provider has a type II SAS 70 report, that the 
list of control objectives covered by the report include the objective of 
securing confidential client information and that the report include those 
objectives in the scope of the opinion. 

 
D.  ISO 17799 

 
The International Organization for Standardization (ISO) security standard ISO 1779962 

evolved from the British Standard BS779963 and was issued, in part, as an international standard in 

                                                 
60 AICPA Professional Standards, Auditing Standards,  AU § 324.30(f) (2005). 
61 AICPA Professional Standards, Auditing Standards,  AU § 324.45(h) (2005). 
62 International Organization for Standardization, Information technology - Code of practice for information 
security management, ISO/IEC 17799 (2000).   
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December 2000.  The standard is in two parts the second of which was not adopted until 2002.  
Because of this recent adoption and, possibly, because it is an expensive certification it has not yet 
been widely adopted although the number of firms seeking certification may be expected to 
increase rapidly.   

ISO 17799 certification focuses exclusively on best practices in information security 
management.  The standard is an information security standard and would seem to provide 
enhanced security for the tax practitioner seeking assurance of the security of confidential client 
information.  As in the case of SAS 70, the service organization would provide an ISO 17799 
certification for potential users of their service and would bear the cost of the investigation.  Since 
the ISO 17799 engagement would relate only to information security issues the cost could best be 
afforded by larger service providers.  SAS 70 is, in effect, a multipurpose certification; it can be 
used by financial statement auditors and also to provide assurances to customers that confidential 
information is safe guarded.  In the short term an ISO 17799 certification should provide a greater 
assurance of identity security but a result of this reliance may be to reduce the number of service 
providers offering services to a few very large entities. 

 
 

III.  CONCLUSION 
 

Identity theft is growing at alarming rates and stringent controls are needed to protect 
taxpayer data sent to service providers.  Currently, standards adopted by the federal government 
and the accounting profession are based on the reasonableness of safeguards that service providers 
must maintain to safeguard customer information.  This reasonableness standard is increasingly 
being satisfied through the use of safeguard certifications of varying effectiveness.  The danger in 
relying on safeguard certifications is that meaningful certifications may not prove to be cost 
effective.  
 

                                                                                                                  
63 British Standards Institution, BS 7799 (1995). 


