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I. INTRODUCTION 
 

Since its passage in 1996, the health care privacy aspects of the HIPAA legislation 
have been a source of concern and confusion for health care providers and their consumers. 
As the legislation has moved through the rulemaking process, the confusion has grown. 
Throughout the process, however, there has been a general consensus that within several 
years of implementation of the final rules, this lack of clarity would evolve into a stable, 
standard operating model. This paper looks at the character of the system created by the final 
rules and foresees instead a national health information privacy system which continues to be 
convoluted and confusing indefinitely into the future. 

 
 

II. HIPAA AND PRIVACY 
 

 
A. HIPAA 

 
The Health Insurance Portability and Accountability Act of 1996 (HIPAA)1 was 

signed into law by President Clinton on August 21, 1996. The Act’s preamble lists a number 
of purposes related to access to health insurance, medical savings accounts, fraud and abuse 
in the health delivery system, and simplification of health insurance administration.2 
Although the Act is the source of much current discussion concerning patient privacy, the 
preamble does not mention privacy.3

The Act is divided into three titles. Title I of the Act sets requirements related to 
health insurance coverage, including issues arising when an individual with employment-
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based group health insurance changes jobs.4  Title II provides the framework for fraud and 
abuse controls, mandates standards for health information data transactions, and provides 
penalties for wrongful disclosure of individually identifiable health information.5 Title III 
provides several tax-related health provisions.6  
 Many of the provisions of Titles I and III were implemented long ago as were some 
of the fraud and abuse portions of Title II.7 After years of rulemaking and standards setting, 
the health information aspects of HIPAA are being fully implemented, including the privacy 
provisions, effective for most covered entities as of April 14, 2003.8
 
 

B. HIPAA PURPOSES 
 
 To understand the impetus for HIPAA, it is important to understand the context in 
which the Act evolved. HIPAA was passed several years after the failure of the 
comprehensive Clinton health initiative in the early 1990s. The key rationales for HIPAA 
were similar to those behind the Clinton health initiative, especially concerns over spiraling 
high costs of health care, huge administrative overheads for health programs, looming effects 
of an aging boomer generation, growing fraud in Medicare and Medicaid, and a health care 
industry resisting modern information technologies. 
 The Act sought to simplify and slow the fast growth of costs of the administration of 
health care. Those objectives were certainly justifiable considering the 2003 estimated $1.4 
trillion national health care cost,9 with administrative costs exceeding thirty percent of that 
total.10 In 2004, health care costs are estimated to rise another 7%, medical costs for insurers 
will go up 11%, and insurance premiums for health care users are expected to rise 13-14%.11   
 
 

C. PRIVACY  
 
 When Title II mandated a streamlined, nationally standardized, electronic approach to 
health information storage and transmission (especially as it relates to billing), concerns over 
uses and abuses of electronic health information had to be addressed. In the early 1990’s 
prior to HIPAA’s passage, concern over individual health information grew in importance as 
an issue of public debate, with some states enacting laws establishing state control over 
health information privacy rights.12  
 HIPAA’s privacy provision is the federal government’s attempt to allay the public’s 
fears over the safety of electronically stored and transferred individually identifiable health 
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7 Anthony C. Colletti, HIPAA: An Overview, 13 HEALTH LAW. Oct. 2000, 14 (a publication of the Am. Bar 
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information,13 and fear of abuse of the information by employers.14 The resulting privacy 
provisions address these concerns by creating the first federal privacy right in all individually 
identifiable health information15 under which noncompliance in any health transaction is 
potentially a federal crime punishable by significant civil and criminal penalties.16

 Titled Administrative Simplification, Subtitle F of Title II delineates how protected 
health information must be used, stored, transmitted and otherwise disclosed, and these are 
the Act’s provision giving birth to the lengthy Privacy Rule now controlling health 
information and privacy.17  
 As the HIPAA health information electronic data storage and transmissions 
regulations and standards are implemented, the privacy provisions related to them are coming 
into full force and effect.  
 
 

III. AN INHERENTLY CONFUSING PRIVACY REGULATORY SCHEME EVOLVES 
 
 

A. BROAD AND COMPREHENSIVE 
  
 The Health and Human Services Department (HHS) wrote the detailed privacy rules 
because Congress could not agree on rules during the time frame mandated by the Act.18 The 
rules HHS devised are complex and demanding.19 HHS took a very detailed regulatory 
approach that attempts to address every aspect of health care operations.20

 First published as proposed regulations by the HHS in November 1999,21 the 
proposed privacy rule generated a major buzz among health industry players and others.  
Interested parties submitted nearly 52,000 comments to the initial proposed regulations.22 
The revised privacy rule, covering nearly 400 pages, was published by HHS on December 
28, 2000.23 Further amendments to the regulations, aimed at fixing the unintended 
consequences arising from earlier guidance on the regulations, were issued August 14, 200224 
as The Final Privacy Rule (referred to hereinafter as either “privacy regulations,” “privacy 
rules,” or “the privacy rule”). Deadlines for full implementation of all aspects of the data 
standards and privacy rules were extended, with smaller organizations having longer than 
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2004, http://www.ama-assn.org/amednews/2004/01/05/gvsa0105.htm (last visited Apr. 9, 2004). 
15 45 C.F.R. §§ 160 and 164 (2003); 45 C.F.R. §§ 164.500-164.534 (2003). 
16 42 U.S.C. § 1320d-5, 42 U.S.C. § 1320d-6 (2001). 
17 42 U.S.C. § 1329d et seq. (2001). 
18 Alan S. Goldberg, Healthcare Technology and Bioscience – HIPAA and Beyond, 14 HEALTH LAW., Jan. 
2002, at 3. 
19 Jason M. Anderman, How The Business Associate May Affect Your Company, METROPOLITAN CORP. 
COUN., Mar. 2002, at 21, at LEXIS Nexis Academic (visited Jan. 22, 2004). 
20 Wachler, supra note 13, at 3. 
21 64 Fed. Reg. 59918 (Nov. 3, 1999). 
22 65 Fed. Reg. 82566 (Dec. 28, 2000). 
23 65 Fed. Reg. 82461 (Dec. 28, 2000). 
24 67 Fed. Reg. 53181 (Aug. 14, 2002) (codified at 45 C.F.R. pts. 160 and 164). 
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others to comply.25 It appears at this time that everyone covered by the Act will need to be 
compliant to all aspects of both the data standards and the related privacy standards by 2006. 
 Over the eight years between adoption and implementation, the HIPAA privacy 
provisions as embodied in The Final Privacy Rule have evolved into a major source of 
confusion about individual health information privacy, not only for health care providers and 
consumers but for others, including employers involved with employee health plans, lawyers, 
accountants and consultants.26

 
 

B. FLEXIBLE, NOT LOCKED IN 
 

 Taking into account the complexity of the health care industry, HHS designed the 
rules to be flexible and to allow alternative approaches to compliance so that reasonable 
alternative approaches would not be foreclosed in the future. The result is a set of regulations 
where requirements are often ambiguous and open to differing interpretations.27 Articles with 
titles such as “Medical Privacy Creates Wide Confusion”28 and “HIPAA Craziness: Medical 
Privacy Laws Create Confusion”29 give a sense of how the industry views the regulations. 
One commentator summarizes the industry’s response to HIPAA as legislation that is 
cumbersome, regulations that are ambiguous and clear concise answers are few.30  
 
 

C. OPEN-ENDED WITH REASONABLENESS STANDARDS EVERYWHERE 
 

 During development, the privacy regulations were significantly amended in an 
attempt to clear up a great deal of confusion. In an effort to address all of the potential 
problems without limiting alternative approaches, the regulations relied heavily on 
reasonableness standards, and on other open-ended measures such as “minimum 
 necessary”31 and “to the maximum extent possible.”32  

The regulations use the word “reasonable” 365 times.33 The use of reasonableness 
standards has created a case by case system with little way of knowing in advance whether a 
particular practice is sufficiently “reasonable,” or “minimum necessary,” or “to the extent 
       ________________________________ 

25 45 C.F.R. §§ 160.102(a), 164.534 (2003). 
26 Sheryl T. Dacso, HIPAA Privacy Rules and Employee Benefit Plans, 14 HEALTH LAW., Jan. 2002, at 35. 
27 Rob Stein, Patient Privacy Rules Bring Wide Confusion, WASH. POST, Aug. 18, 2003, at A01, 
http://www.washingtonpost.com/ac2/wp-dyn?pagename=article&node=&contentId=A7124-
2003Aug17&notFound=true (last visited Apr. 9, 2004). 
28 Laura Parker, Medical Privacy Law Creates Wide Confusion, USA TODAY, Oct. 16, 2003, 
http://www.usatoday.com/news/nation/2003-10-16-cover-medical-privacy_x.htm (last visited Apr. 9, 
2004). 
29 Joshua Smith, HIPAA Craziness: Medical Privacy Laws Create Confusion, Oct. 17, 2003, at 
http://www.unsecureprivacy.com/2003/10/hipaa_craziness.html (last visited Apr. 9, 2004). 
30 Confusion, Fear Reported as HIPAA Deadline Nears, HOSP. ACCESS MGMT, Mar. 2003, at 
http://www.findarticles.com/cf_dls/m0KHA/3_22/99186329/pl/article.jhtml (last visited Mar. 22, 2004). 
31 Jack A. Rovner, et. al.,  Managing the Privacy Challenge: Compliance with the Amended HIPAA Privacy 
Rule, 15 HEALTH LAW., Sept. 2002, 18, at 28. 
32 Susan R. Huntington, Liability Exposures for Health Care Providers on the Internet, EMERGING ISSUES 
IN HEALTHCARE, Nov. 2001, 23, at 27 (Monograph 6, a publication of the Am. Bar Assn. Health Law 
Section). 
33 Finkelstein, supra note 14. 
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necessary.” Consequently, examining the regulations tells very little about what is actually 
required under the Act. Without an understanding of how the particular business works and 
its relationship to other health related businesses, it is impossible to know what constitutes 
compliance under the rules. The “real” rules will evolve over coming years as the definitions 
of “reasonable,” “minimum necessary,” and “to the extent necessary” are gradually defined 
by practices, guidance opinions, rule revisions, administrative rulings, compliance actions 
and subsequent court actions. 
 The resulting system is one where a health business must create a set of plans and 
procedures for meeting these requirements, create a set of self-enforcement procedures, and 
implement, operate and enforce the procedures. At some point in the future, the business can 
expect that the sufficiency of the plan, the sufficiency of the self enforcement procedures, 
and also the extent to which the business has accomplished its self-enforcement will all be 
reviewed for compliance. There are few clear thresholds which readily indicate either 
compliance or noncompliance. 
 
  

D. PROTECTS SOME DATA, OPENS OTHER DATA 
 
 The Privacy Rule is generally perceived as being limited to only protecting health 
data. Protection of health data is only one dimension of the rules. As indicated earlier, 
HIPAA did create the first federal privacy protection for personal health information. But it 
also created an entire system of legally permissible exchanges of information between 
different entities for a variety of reasons.34  In other words, the privacy regulations create an 
entire set of information exchanges which are legally acceptable regardless of the wishes of 
the patient.  
 Since virtually all health data is now covered by this act and since the federal 
government has access to this information as part of its enforcement powers, there is the 
possibility that HIPAA becomes not only the health information privacy act, but also 
potentially the governmental full access to health information act.35

 
 

IV. CURRENT SOURCES OF CONFUSION 
 
 

A. WHAT IS COVERED? 
 

 On the surface, HIPAA privacy regulations apply to any individually identifiable 
health information growing out of a relationship with a Covered Entity (see below). That is, 
any data which would make it possible to identify an individual and relate health information 
to that individual is covered. This becomes the Protected Health Information (PHI) which is 

       ________________________________ 
34 45 C.F.R. §§ 164.502(a)(1), 164.506(a) (2003). 
35 Deborah C. Peel, The Loss of the Right of Consent, PSYCHIATRIC TIMES, Sept. 1, 2003, at 3 at LEXIS 
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protected under the rules.36 For HIPAA privacy purposes, the presence of PHI sets off the 
regulatory requirements.37

 
 

B. WHO IS COVERED? 
 

1. COVERED ENTITY 
 

 Determining who falls under the Act and how they are affected by the privacy 
provisions appears simple on first reading. A “Covered Entity” includes health care 
providers, health plans, and health care clearinghouses that transmit certain health 
information electronically.38 The privacy regulations require the Covered Entity to monitor 
and self-audit its storage, use, and disclosure of PHI. It must establish business associate 
agreements with parties who come into contact with its PHI. The business associate 
agreements are the tools Covered Entities use to ensure business associates’ compliance with 
the privacy regulations.39  
 The apparent clarity of this scheme becomes complicated as entities assess their status 
under the definitions. For example, an employer generally is not a Covered Entity. However, 
if it gathers and utilizes PHI or has a self-funded health care program or reimburses care or 
manages flex accounts, then the employer may have obligations under the Act.40  
 

2. BUSINESS ASSOCIATE 
 

 Many individuals and organizations dealing with the PHI of a Covered Entity are 
“Business Associates.”41 Who is or is not a Business Associate can be less clear, and 
determining business associate status is complex, depending on the services performed and 
how the service performed interacts or potentially interacts with PHI.42 Determining HIPAA 
applicability for a given activity can be complex.  
 By the nature of the privacy regulations and the nature of the health care business, it 
is conceivable that entities could be both a Covered Entity and also a Business Associate, 
having both covered entity responsibilities as to some PHI and business associate 
responsibilities as to other PHI.43 By the nature of the regulations, it is potentially possible to 
get into a “which hat are we wearing now” loop. For example, the cleaning operation could 
fall within a business associate definition if they have access to PHI. An outside cleaning 
contractor could be a Business Associate, but not necessarily.44 There are a number of other 
       ________________________________ 
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Nexis Academic. 
41 Supra note 38. 
42 Jeanette c. Schreiber, Special HIPAA Business Associate Issues For Health Care Contractors, 18 EMP. 
LITIG. REP. SPECIAL REPORT, Nov. 3, 2003, at 10 at LEXIS Nexis Academic. 
43 Mary Beth Johnston, HIPAA Administrative Simplification Privacy, Security, and Transaction Standards, 
14 HEALTH LAW., Jan. 2002, 9, 11 
44 North Carolina Dept. of Health and Human Services HIPAA Program Mgmt. Office, HIPAA GUIDANCE 
FOR IDENTIFYING BUSINESS ASSOCIATES, Final Version, Mar. 21, 2002, at 10, 
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relationships which create similar problems such as social workers on site45  and researchers 
working with potentially identifiable data.46  
 

3. LAWYERS 
 

 Also of considerable concern is the recently much addressed issue of lawyers as 
Business Associates of a Covered Entity for whom they perform legal work.47 One can see 
where problems could arise, since all Business Associates must sign a Business Associate 
agreement which could contain troubling terms for lawyers.48 Potentially even more 
troubling is an attorney who gets legal access to PHI in the course of suing a Covered Entity 
or a Business Associate.49  
 Very perplexing is the issue of who will provide legal advice to the covered entity 
client on the negotiating of a business associate agreement with its own attorney.50 The 
possibilities for legal and ethical conflicts here are tailor made for law school ethics courses. 
Clearly, lawyers should closely watch the courthouses and legislatures on this issue as it 
unfolds. 
 

4. CONSULTANTS 
 
 Most consultants to covered entities, like lawyers, are Business Associates. But 
determining the status of anyone who could potentially come in contact with PHI can be a 
challenge under the regulations. For example, what is the status of the hospital volunteer or 
the computer repair technician who incidentally accesses PHI in the course of their work? 
Also, consider that anyone coming into contact with PHI must be appropriately trained to 
protect the PHI, and the simple act of changing a job assignment could necessitate an 
analysis of whether the person is adequately trained to handle PHI.51  
 

C. WHAT IS EVERYONE SUPPOSED TO DO? 
 

       ________________________________ 
http://www.dhhs.state.nc.us/topicindex.htm  
45 Indiana Appeals Court Says Social Worker/Client Privilege Applies Retroactively to Communications 
Made Before Enactment of Privilege Statute, 32 HEALTH L. DIGEST, Feb. 2004, at 45, at 
http://www.healthlawyers.org/docs/digest/HLD_0402_full.pdf (last visited Apr. 9, 2004; a publication of 
the Am. Health Lawyers Assn.). 
46 Road Map Helps Researchers Steer Through HIPAA, MED. NEWS WIRE, Feb. 6, 2004, at 
http://medicalnewswire.com/index.shtml (visited Feb. 6, 2004). For information on HIPAA’s impact on 
medical research databases and repositories, see NAT’L INST. OF HEALTH PUB. NO. 04-5489, Research 
Repositories, Databases, and the HIPAA Privacy Rule (Jan. 2004) at 
http://privacyruleandresearch.nih.gov/research_repositories.asp (last visited Apr. 9, 2004). 
47 Renee H. Martin, HIPAA’s Business Associates Requirements-What Every Attorney Should Know, 
METROLITAN CORP. COUN., Mar. 3, 2003, at 11 at LEXIS Nexis Academic (visited Jan. 22, 2004). 
48 Gordon Golum et. al., HIPAA Privacy Rule Impacts Lawyers Across Board, NEW JERSEY L. J., Dec. 15, 
2003, at LEXIS Nexis Academic. 
49 The HIPAA Preemption Mess Continues, PRIVACY IN FOCUS, Oct. 2003, at 
http://www.wrf.com/publications/publication2asp?id=14143610282003  (last visited Apr. 9, 2004). 
50 Id. 
51 What’s Your Responsibility When Staffers Change Positions?,  HIPAA WIRE, Nov. 12, 2003, at 
http://medicalnewswire.com/index.shtml (last visited Nov. 12, 2003). 
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 The absence of clear bright lines has generated huge confusion. Stories about HIPAA 
confusion have achieved nearly “urban myth” levels. Though the veracity of every story is 
impossible to establish, it is fair to conclude that as the privacy rules have evolved and 
moved toward implementation, the instances of confusion have been plentiful.  
A brief summary of the many cases where HIPAA has been a source of confusion to date 
gives some sense of the potential for future confusion as full implementation occurs. In one 
case, a transplant patient received unnecessary additional antibiotics because HIPAA barred 
access to the donor’s medical records for information about the donor’s infection.52 In 
another case, requests to transfer a patient’s EKGs taken earlier in the week were refused 
when the patient sought attention for chest pains from another provider.53 Requests to give 
the patient his own medical records were denied.54  
 The list of troubling examples that have already arisen is long, including denying 
information access to clergy,55 confusion regarding hospital patient directories,56 problems 
concerning school health and immunization records,57 chaos concerning data access by 
medical researchers and historians,58 and doctors having difficulty getting information upon 
which to base their referrals.59 There has been concern about conversations by health 
professionals while riding elevators in the presence of others.60 As cases such as these are 
resolved, the resolution often gives rise to additional questions.  
 
 

V. BELIEF CONFUSION WILL ABATE WITH IMPLEMENTATION 
 

 The argument has been made that as soon as the privacy regulations are fully 
implemented, there will be a first wave of diminishing problems.61 It is believed that this will 
be followed by a wave of hyper-compliance62 and that confusion will clear once follow-up 
guidance issues forth.63 In fact, some areas are clearing up relatively quickly, as seems to be 

       ________________________________ 
52 Stein, supra note 27. 
53 Bonnie Darves, From Minor Annoyances to Treatment Delays, Physicians Feeling Fallout of HIPAA 
Privacy Law, AM. C. PHYSICIANS OBSERVER, Sept. 2003, at 
http://www.acponline.org/journals/news/sep03/privacy.htm (last visited Apr. 9, 2004). 
54 Finkelstein, supra note 14. 
55 Privacy: HIPAA Not “Holier” Than Thou; But Still Causing Clergy Fits, HIPAA WIRE, Feb. 4, 2004, at 
http://medicalnewswire.com/cgi-bin/artman/exec/view.cgi?archive=0&num=1937 (last visited Feb. 4. 
2004). 
56 Facility Directories Can Direct You To HIPAA Non-Compliance, HIPAA WIRE, Nov. 19, 2003, at 
http://medicalnewswire.com/index.shtml (last visited Nov. 19, 2004). 
57 Pamela Mason, Online Guide Covers Health Laws, SALT LAKE TRIBUNE, Nov. 12, 2003, at B3 at LEXIS 
Nexis Academic.  
58 Researchers and Historians Halted By HIPAA, HIPAA WIRE, Dec. 3, 2003, at 
http://medicalnewswire.com/index.shtml (last visited Dec. 3, 2003). 
59 Confidientality Rules Cut Out Surgeon-Shopping, HIPAA WIRE, Dec. 10, 2003, at 
http://medicalnewswire.com/index.shtml (last visited Dec. 10, 2003). 
60 Patient Confidentiality Has Its Ups and Downs, HIPAA WIRE, Nov. 15, 2003, at 
http://medicalnewswire.com/index.shtml (last visited Nov. 15, 2003). 
61 Stein, supra note 27. 
62 Parker, supra note 28. 
63 Darves, supra note 53. 
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the case with medical research.64 On the whole, however, this paper envisions protracted 
confusion growing out of a number of factors. 
 

 
VI. CONFUSION EXTENDING INTO THE FUTURE 

 
 

A. RELATIONSHIP TO OTHER FEDERAL RULES 
 

 As stated above, HIPAA privacy regulations require a continuous, open-ended 
rethinking of the basic relationships between the participants in the health care industry.65 
This rethinking should also include efforts to integrate HIPAA requirements operationally 
within the compliance programs already in place for meeting numerous federal regulations 
implementing such laws as OSHA, EPA, ADA and so forth. The time and energy needed to 
accomplish this integration will be considerable.    
 There is also concern that the government has gained inappropriate access to 
information that could be used for other governmental/political ends, such as the recent 
attempt by Attorney General Ashcroft to access abortion related medical records.66  
 
 

B. RELATIONSHIP TO STATE LAWS 
 

1. PREEMPTION  
 

 HIPAA privacy regulations suggest that all other privacy rules remain in effect and 
that the HIPAA and the various state privacy provisions must be integrated. HIPAA preempts 
state privacy regulations which are less stringent than HIPAA in their protection by saying 
that HIPAA and state rules are “cumulative,”67 suggesting that 
mandatory state rules for disclosure are to be followed.  
 But to date, HIPAA preemption raises tough issues that are far from answered.68 
Because ambiguity abounds regarding HIPAA integration with state laws,69 the process for 
deciding the preemption issue is not clear. One commentator speculates that a determining 
factor could be whether the underlying claim at issue is federal or state.70 If this is so, then 
multi-state covered entities will find themselves faced with a burdensome preemption 

       ________________________________ 
64 Mary L. Durham, How Research Will Adapt to HIPAA: A View From Within The Healthcare Delivery 
System, AM. J. OF L. & MED., Winter, 2002, 
http://www.findarticles.com/cf_dls/m6029/4_28/97756790/p1/article.jhtml (last visited Apr. 9, 2004). 
65 Colletti, supra note 7. 
66 Attorney General Ashcroft Comes Face To Face With HIPAA, HIPAA WIRE, Feb. 18, 2004, at  
http://medicalnewswire.com/cgi-bin/artman/exec/view.cgi?archive=0&num=2035 (last visited Apr. 9, 
2004). 
67 U.S. Dept. of Health & Human Services, Fact Sheet – Protecting the Privacy of Patient’s Health 
Information, at http://www.hhs.gov/news/facts/privacy.html (last visited Apr. 9, 2004); see 45 C.F.R. § 
160.203 (2003). 
68 The HIPAA Preemption Mess Continues, supra note 49. 
69 Id.  
70 Id.  
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analysis for every state in which they do business.71 The Texas Attorney General has already 
faced the preemption question for the Texas Medical Practice Act72 and acknowledged the 
complexity of the issues raised.73 Some writers expect that some states will be very 
aggressive in asserting their rights under HIPAA.74  
Other issues already under close consideration with regard to HIPAA preemption include 
legislative inquiries,75 consumer credit laws,76 concealed weapons checks,77 attorney file 
access in litigation,78 and attorney interview of doctors related to litigation.79

 
2. EVERYDAY APPLICATION PROBLEMS 

 
 Problems have also arisen regarding the release of information to police resulting in 
impeding investigations,80 officers’ inability to access abuse information,81 and a hospital’s 
refusal to inform police of a minor missing person’s presence in its facility.82  
In addition, the disclosure to police and EMS of names of parties calling for 911 assistance 
has also been a source of confusion.83 The array of EMS episodes resulting from HIPAA 
confusion84 includes complications raised by simply using the name of the person needing 
help when asking neighbors for the house number they could not find.85  
 Public safety is another area where confusion abounds. How much, if any, PHI can be 
disclosed in order to protect the public? This question is currently being debated in states 
with laws permitting physicians to report potential public safety threats, including for 
example, reporting impaired elderly drivers to the licensing authority,86 an issue of critical 
importance to an aging population who treasures its mobility.  
 
 
       ________________________________ 

71 Confusion, Fear Reported as HIPAA Deadline Nears, supra note 30. 
72 Tex. Occ. Code Ann. §§ 159.001-.009 (Vernon 2004). 
73 Tex. Att’y Gen. Op. No. GA-0138 (2004) 1-12, at http://www.oag.state.tx.us/opinions/op50abbott/ga-
0138.htm  
74 10 Simple Steps To Make Payroll HIPAA Compliant, PAYROLL MANAGER’S REPORT, March 2003, p. 9. 
75  Just Say ‘No’ To Legistlative Queries, HIPAA WIRE, Dec. 3, 2003, at 
http://medicalnewswire.com/index.shtml (last visited Dec. 3, 2003). 
76 New Consumer Credit Law Protects Medical Info, HIPAA ALERT, Feb. 23, 2004, at 
http://www.hipaaadvisory.com/news/2004/0216fact.htm (last visited Feb. 23, 2004). 
77 Privacy: HIPAA Plus Concealed Weapons Laws Equals Trouble For Law, HIPAA WIRE, Feb. 11, 2004, 
at http://medicalnewswire.com/cgi-bin/artman/exec/view.cgi?archive=0&num=1976 (last visited Apr. 9, 
2004). 
78 Lawyers Seek Clarity On HIPAA Privacy Rule, MED. NEWS WIRE, Nov. 12, 2003, at 
http://medicalnewswire.com/index.shtml (last visited Nov. 12, 2003). 
79 See The Preemption Mess Continues, supra note 49. See also In re: PPA Litigation, 2003 WL 22203734 
(N.J. Super. Court, Sept. 23, 2003).  
80 The ‘Badge’ Having Difficulty Adjusting To HIPAA, HIPAA WIRE, Oct. 28, 2003, at 
http://medicalnewswire.com/index.shtml (last visited Oct. 8, 2003). 
81 Does Interpreting HIPAA Delay Justice?, HIPAA WIRE, Dec. 12, 2003, at 
http://medicalnewswire.com/index.shtml (last visited Dec. 10, 2003) 
82 HIPAA Creates Confusion in Missing Person Search, HIPAA WIRE, Nov. 26, 2003, at 
http://medicalnewswire.com/index.shtml (last visited Nov. 26, 2003) 
83 Parker, supra note 28. 
84 Id.  
85 Id. 
86 June M. Sullivan, 16 HEALTH LAW., Nov. 2003, at 24; see 45 C.F.R. § 164.512(j) (2003). 

http://www.oag.state.tx.us/opinions/op50abbott/ga-0138.htm
http://www.oag.state.tx.us/opinions/op50abbott/ga-0138.htm
http://medicalnewswire.com/index.shtml
http://www.hipaaadvisory.com/news/2004/0216fact.htm
http://medicalnewswire.com/cgi-bin/artman/exec/view.cgi?archive=0&num=1976
http://medicalnewswire.com/index.shtml
http://medicalnewswire.com/index.shtml
http://medicalnewswire.com/index.shtml
http://medicalnewswire.com/index.shtml


 78/Vol. 13/Southern Law Journal 

C. EFFECTS OF GLOBALIZATION OF THE HEALTH CARE BUSINESS 
 

 Integration issues also arise in the global context. Medical care is rapidly becoming a 
global business. For example, United States citizens are traveling abroad to have medical 
procedures performed at less cost than at home.87 Is their patient health information protected 
by HIPAA when it is generated in a foreign jurisdiction? Also, what laws, if any, apply when 
PHI generated in the United States is outsourced to foreign businesses for processing? Bills 
are being considered in several states to address this issue of PHI sent abroad,88 but what will 
emerge is anyone’s guess. Unless legislation is passed to prevent outsourcing of PHI, the 
practice is likely to increase rapidly since foreign processing costs are a fraction of the U.S. 
costs.89  
 Indicative of the problems that can arise from sending PHI to foreign countries is the 
case of a medical transcriber in Pakistan who threatened to publish the health data of U.S. 
patients unless she was paid. In this case, she wanted her three cents per line for work she 
had completed. She had subcontracted the work from a party in Texas, who had 
subcontracted the work from a party in Florida, who had subcontracted the work from a 
California firm, who was paid eighteen cents a line for the work by the University of 
California at San Francisco Medical Center.90  
 Also, expect Canadian drug imports to be an issue where HIPAA privacy rules could 
play a key role in the ultimate outcome. 
 
 

D. EFFECTS OF CONTINUAL TECHNOLOGICAL CHANGE 
 

 One final area which assures at least some degree of confusion continuing over the 
long term is that of ever changing technology. Essentially, HIPAA privacy regulations create 
the individualized, flexible reasonableness standards as the core of the system. One of the 
effects of this approach is that with each new technology, there will be an inherent period of 
HIPAA hesitancy. Each new technology will necessitate a careful analysis of the 
implications of this particular technology, as applied to this particular entity, in this particular 
set of circumstances. The rapid growth of new technologies guarantees a permanent state of 
HIPAA confusion as to the appropriateness and utilization of each new product. 
 An emerging hot-button issue is the growing presence of camera phones anywhere 
patient privacy is an issue. Every Covered Entity and Business Associate must address this 
issue within the broad reasonableness standards in the regulations.91 Some technology based 
problems can be less apparent. Some newer digital copying machines retain information in 
their memory thereby triggering HIPAA privacy considerations.92 Perhaps doctors will need 
to resort to a trucker’s wallet chain to secure their PDAs in order to comply with “reasonable 

       ________________________________ 
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protection” standards for this technology. The concern will be on going because the 
technology will continually present new products, each with their own special privacy threat 
problem. 
 

 
E. CONSUMERS 

 
 As HIPAA comes into full operation, there are several consumer related issues that 
will grow. Consumer’s generally lack an understanding of the HIPAA privacy provisions.93 
There is likely to be growing confusion on the part of consumers since they generally think 
all health information is totally protected. In fact, much of their health data can be 
disseminated between entities without their consent.94 Patients have no say whatsoever 
regarding the exchange of their data among health plans, providers, billing companies, 
business associates and others under the HIPAA rules.95  
 Additionally, providers can release information in spite of the patient’s request to 
keep the information confidential.96 There has also been considerable concern that the health 
data will be used in employment decisions.97 It is highly unlikely that consumers will ever 
understand and appreciate all of the ins and outs of the HIPAA rules. 
 
 

VII. THE CRIMINALIZATION MULTIPLIER EFFECT ADDS TO THE CONFUSION 
 
 

A. SIGNIFICANT PENALTIES 
 
 These types of problems are not unusual when a new set of expansive regulations 
comes into effect. But when the regulations entail significant penalties for noncompliance, as 
HIPAA does, the confusion factor increases. Contributing to HIPAA confusion and chaos is 
the fact that the Act creates five new federal health care crimes.98 The penalties for 
committing these crimes are serious and include the possibility of extensive jail time and 
significant fines.99  
 

B. PENALTIES ARE WIDELY APPLIED 
 

 Furthermore, these penalties are not limited to governmental programs but also apply  

       ________________________________ 
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to “any health care benefit program, including any private health plan or contract that affects 
commerce.”100 Simply, virtually every health transaction with any individual identifier is 
now potentially part of an elaborate criminal privacy regulatory regime supported by a tough 
enforcement system based on significant fines and serious jail time.101 No health care related 
transaction involving individual identifiers is immune from criminal and civil penalties. 
 

 
C. ENCOURAGES OVER-COMPLIANCE 

 
 Consequently, anyone in a health related business is well advised to approach these 
regulation activities cautiously. The privacy regulations are structured so that over-
compliance is one’s best protection.102 Because it is unlikely that significant penalties for 
over-compliance will be imposed in the foreseeable future, the attitude of “better safe than 
sorry” will continue to encourage decisions to refuse data disclosure. Noncompliance by 
withholding information that the patient or someone else requests is not likely punishable by 
jail103 as is wrongful disclosure.104 The overzealous withholding of information to date is 
reasonably based,105 and who can blame anyone for choosing the conservative road in their 
interpretation of HIPAA?  

 
 

D. A POTENTIAL DRAGNET EFFECT 
 

 In addition to the problems of criminalizing certain activities performed by covered 
entities discussed above, the possibility exists for Business Associates and others  to be found 
criminally liable under this set of regulations through tangential criminal routes such as 
aiding and abetting, conspiracy, or identity laws.106 Certainly lawyers, consultants, 
accountants, researchers and anyone with a tangential relationship with health providers have 
a series of questions to be answered as HIPAA moves forward. 
 
 

 
VIII. CONCLUSION 

 
 Unlike other areas where rules have a way of quickly stabilizing and institutionalizing 
themselves, the HIPAA privacy regulations seem likely to institutionalize confusion over a 
long time frame. The nature of the industry, coupled with the inherent character of the rules 
and the significant penalties for noncompliance, suggests that stabilized, clearly accepted and 
generally understood approaches to HIPAA will be very slow to evolve. 
 The complexity of the Final Privacy Rule resulted in its characterization by seasoned 
health lawyers as “...this monster regulation...a nightmare or a dream, depending on your 
       ________________________________ 
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point of view.”107 To understand the Act as implemented may be possible only with the help 
of lawyers with significant health law expertise.108  
 In sum, HIPAA compliance will require “a rethinking of the basic relationships 
among participants in the industry,” a rethinking that focuses on their business practices and 
the information flow within those practices.109 This is not a one-time compliance effort, but 
one that must be routinely assessed and addressed on a daily basis. 
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