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I.  INTRODUCTION 
 

 On October 1, 2000, “signing on the dotted line” took on a whole new meaning.  On 
that date the Electronic Signatures in Global and National Commerce Act1 (E-Signature 
Act or E-SIGN) took effect.  Under the provisions of E-SIGN, any federal or state laws 
that require a written document can be satisfied either with a traditional paper document 
or with an electronic document, one in which the document’s information is embodied in 
an electronic format.  Furthermore, E-SIGN preempts any inconsistent state laws and 
prohibits federal and state governments from denying legal effect to certain documents on 
the grounds that either the document’s information is in an electronic format or that the 
document is affirmed and/or authenticated by means of an electronic signature.2   

The new law applies to “any transaction in or affecting interstate or foreign 
commerce.”3  The E-Signature Act is intended to foster the expansion of e-commerce by 
providing a national baseline for the acceptance and usage of electronic signatures.  No 
longer must a document be signed manually, or signed in ink, before it will be given legal 
validity.  E-SIGN does not require the parties entering into a contract to utilize electronic 
signatures or to communicate in an electronic format.  However, if the parties decide to 
communicate electronically, and then to enter into their agreement by means of an 
electronic format, E-SIGN prohibits the state from interfering with the enforceability of 
the agreements so made. The statute provides the opportunity to greatly expand 
commercial activities by increasing the enforceability, and hence the use, of electronic 
contracts. However, E-SIGN also presents possible drawbacks that potential users should 
consider and address. While the E-Signature Act may not revolutionize commercial law, 
it will significantly change the law of commerce and how that law is applied. 
 
 

I.  E-SIGN AND UNIFORM ELECTRONIC TRANSACTIONS ACT 
 

At the current time, two important laws provide the legal framework for electronic 
signatures: E-SIGN and Uniform Electronic Transactions Act (UETA), promulgated by 
the National Conference of Commissioners on Uniform State Law.  A brief look at each 
of the laws demonstrates the increasing importance of e-commerce and the Internet, and 
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the desire of both states and the federal government to ensure that protections and 
regulations exist in these areas. 
     The Uniform Electronic Transactions Act (UETA) was completed in 1999 and 
submitted to the states for adoption.  The Act was intended to remove barriers to e-
commerce by establishing that electronically signed documents and manually signed 
paper documents were legally equivalent.4  Twenty-two states adopted UETA and 
another six states, plus the District of Columbia, had introduced the Act for consideration 
during their 2000 legislative sessions. As of January 2001, then, 22 states had neither 
adopted the act nor introduced the adoption of the Act.  In an effort to provide for a 
uniform national policy, and to serve as at least a stopgap measure until more states adopt 
UETA, the E-SIGN statute was enacted. 

E-SIGN provides “a statutory foundation for the governance of electronic contracting 
transactions that have exponentially increased with the rapid growth of the Internet.  E-
SIGN permits the use of electronic records and signatures with a legal certainty that was 
once questionable under antiquated state and federal paper-and- ink requirements as well 
as under common law principles associated with the statute of frauds, which had not 
contemplated contract execution by electronic means.”5  E-SIGN provides for federal 
preemption of state laws regulating or affecting electronic signatures only until a state has 
either adopted UETA or has established its own statutory coverage, provided that the 
statutory coverage is consistent with UETA.   

E-SIGN also provides for both medium neutrality and technology neutrality.  
“Medium neutrality” means that neither the federal nor the state government can grant 
greater legal significance or effect to a document due to its medium, i.e., paper or 
electronic.  This means that state laws cannot grant greater legal status to a traditionally 
written document or signature than it grants to an electronic document or signature.  
“Technology neutrality” refers to a prohibition against a state’s adoption of any statute, 
regulation, or other rule of law that requires the implementation of specific technology or 
technological specifications for performing the functions of creating, storing, generating, 
receiving, communicating, or authenticating electronic record, documents or signatures.6    

While E-SIGN prohibits any state from denying the legal effect of electronic 
documents or signatures, it does not require that any private parties agree to use the 
electronic media in forming contracts.  The decision to use electronic media in forming a 
contract is left to the contracting parties, although there are some limits imposed by the 
law.  E-SIGN does not apply to a contract or other record to the extent that the contract or 
other record is governed by: 

1. a statute, regulation, or other rule of law governing the creation and 
execution of wills, codicils, or testamentary trusts; 

2. a State statute, regulation, or other rule of law governing adoption, divorce, 
or other matters of family law; or, 

3. the Uniform Commercial Code, as in effect in any State, other than sections 
1-107 and 1-206 and Articles 2 and 2A. 7  
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Exceptions are also provided for court orders and officia l court notices, various 

notices regarding the cancellation or rights or benefits, recalls of products, and documents 
required to accompany any transportation or handling of hazardous materials.8   

 
 

III.  POTENTIAL COMMERCIAL IMPLICATIONS 
 

Both E-SIGN and UETA are intended to be technology neutral in order to allow the 
market to develop various methods for conducting e-commerce.  In addition, both acts 
are intended to leave the substantive laws governing commercial transactions unchanged.  
Indeed, the acts will allow the parties – and the courts – to focus on the commercial 
aspects of the transactions rather than on the format in which the facts are found.  As one 
commentator noted: “[t]he primary objective of both E-SIGN and the UETA is the same: 
to remove unnecessary obstacles to the use of electronic media in commercial 
transactions.”9  One such obstacle arises with the use of negotiable instruments.  The very 
definition of a negotiable instrument seemingly prohibits the development or use of an 
“electronic negotiable instrument.” However, there will undoubtedly be times when a 
negotiable instrument or something similar will be needed in order to complete an 
electronic contract.   

To solve this problem, E-SIGN and UETA recognize a new legal instrument, a 
“transferable record.”  Simply stated, a transferable record is the electronic equivalent of 
a negotiable instrument or a negotiable document. A transferable record can only be 
created if the obligor/issuer expressly agrees to execute the transferable record, which 
would normally be issued as a promissory note, in electronic form. The transferable 
record can then be transferred electronically from one transferee to another in a manner 
similar to that by which a promissory note would be negotiated from one holder to 
another. Traditionally, parties would have used a promissory note because of the special 
provisions and protections associated with negotiable instruments.  With a negotiable 
instrument it is possible for the person in possession to qualify as a ho lder in due course 
(HDC), one of the protected positions in commercial law.  In addition, the rules 
surrounding negotiation provide a simple means of showing title to the instrument and of 
tracing its movement from its inception. Such protections were not available in any 
electronic transactions, presenting a significant impediment to the use and development 
of electronic commerce. 

However, E-SIGN and UETA both make holder in due course status possible for the 
transferees of a transferable record. Thus, one  of the major benefits of using negotiable 
instruments is now available in electronic transactions. Additionally, both E-SIGN and 
UETA have provisions defining “control” of the transferable records, the electronic 
equivalent of the negotiation and possession for a negotiable instrument.10   
     Both acts provide some limitations on the use of transferable records.  Under E-SIGN 
a transferable record refers only to an electronic “promissory note” secured by real 
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property.  Under UETA, a transferable record refers to any electronic “promissory notes” 
or “documents,” with no specified limitations.11    
 
 

IV. SUGGESTIONS FOR PROTECTION AND USAGE 
 

The provisions of E-SIGN and UETA unquestionably provide for potential speed and 
flexibility in entering contracts that did not exist previously. However, the use of 
electronic communications also presents potential problems that need to be addressed. 
The potential problems range from determining which electronic communications should 
be included in any agreements and which should be excluded, to verifying the 
authenticity of the electronic signature that is attached to the final agreement.  There are 
also potential problems with “adulterous computers.”   

It seems likely than many electronic contracts will be formed by an exchange of 
electronic messages, possibly in a variety of forms. For example, an exchange of e-mails 
between the parties, followed by one or more faxes, and then even more e-mails, with an 
agreement ultimately being reached by the parties.  But what, exactly, would this contract 
include?  If the parties do not reach a final, formalized agreement with a merger clause, 
the courts may be forced to read through the various electronic messages, interpreting the 
statements made by each party in determining what the parties have agreed to in their 
contract. The parties will need to exercise considerable care in their electronic 
communications in order to avoid problems of this type. 

Perhaps a greater concern lies with determining the validity of an alleged electronic 
signature in the context of the legal definition of “signature.” According to Black’s Law 
Dictionary, a signature is “the act of putting one’s name at the end of an instrument to 
attest its validity.”12  The Uniform Commercial Code states that an instrument is signed 
by the use of “any symbol executed or adopted by a party with present intention to 
authenticate a writing.”13 However, electronic signatures are not as easily defined.  While 
E-SIGN has expanded the definition of a signature to include any “electronic sound, 
symbol, or process, attached to or logically associated with a contract or other record and 
executed or adopted by a person with the intent to sign a record,”14 UETA provides that a 
“signature” is determined by the facts and circumstances of each individual case. Of more 
import, at least under UETA, is whether the communication can be “attributed” to a 
person. For example, a fax may be attributed to a person due to the heading printed on the 
top of the facsimile transmission, and this attribution may be sufficient to bind that 
person to a contract.15 Similarly, UETA provides that a “mouse click” on an “I agree” 
button that appears on a computer screen may constitute a signature by the person to 
whom the computer can be attributed.16   

Technology will eventually provide the means for making electronic signatures 
secure.  One such method is public key infrastructure (PKI) technology.  PKI creates and 
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uses a secure “key pairing” which consists of a “private key” (which is kept confidential) 
used to create a digital signature and a “public key” which is used to verify a digital 
signature. PKI technology permits the sender to encrypt the document, protecting the 
confidentiality of the communication from anyone except the party to whom it is sent.  
The recipient of the document then uses the same “public key” to decrypt the document.  

If the parties desire an added measure of protection when using electronic 
communications, they can elect to use digital certificates.  Digital certificates attempt to 
assure both the sender and the recipient of electronic communications that the other party 
is, in fact, the party he or she is purported to be.  Digital certificates are based on the use 
of a third-party agent with whom the encryption and decryption keys is registered.  Thus, 
when a digital certification is used, the PKI transaction involves three parties: the sender 
of the message, who has also signed the agreement electronically; the recipient of the 
message; and the certification authority, who issues certificates verifying the authenticity 
of the electronic message and the electronic signature.17  While the certification adds a 
significant amount of security, it also tends to slow down the process, negating to some 
extent the speed and flexibility of electronic communication, at least in the initial 
dealings between the parties. 

For those parties that do not have access to PKI technology or something similar, a 
legend can be attached to an electronic message immediately following the sender’s 
name.  For example, the sender could type his or her name and then type: 
 

MY NAME IS TYPED IMMEDIATELY ABOVE AS MY SIGNATURE, AND IS 
USED IN ORDER TO INDICATE MY PRESENT INTENT TO SIGN AND 
AUTHENTICATE THE FOREGOING AGREEMENT.  THIS SIGNATURE 
QUALIFIES AS AN ELECTRONIC SIGNATURE UNDER 15 U.S.C.§ 7006(5).18 

 
While not as technologically advanced as PKI or the like, such a legend should serve as 
convincing evidence of an intent to sign electronically and to be bound by said signing. 

E-SIGN provides that “a contract . . . may not be denied legal effect . . . or 
enforceability solely because [it] involves the action of one or more electronic agents so 
long as the action of any such electronic agent is legally attributable to the person to be 
bound.”19  The statement sounds like a traditional statement of agency law principles.  A 
person can be held to a contract when the agreement involves the action of one or more 
of that person’s “electronic agents” so long as the action of the “electronic agents” can be 
legally attributed to the person to be bound to the contract.  However, this provision is not 
as straightforward as it sounds. According to E-SIGN, an “electronic agent” is a 
“computer program or other automated means used independently . . . without review or 
action by an individual at the time of the action or response.”20  Thus, a computer, a fax 
machine, a portable e-mail device, or any other comparable electronic communication 
device can be deemed an “electronic agent.”  If the computer user accidentally clicks on 
the wrong button on the screen, he or she may have agreed to an electronic contract.   
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More importantly, if someone else gains access to a computer, the other person may 
be able to enter into electronic agreements that would be binding on the computer’s 
owner since the “action” of the “electronic agent” is “legally attributable” to that person.  
This raises the issue of the “adulterous computer,” a computer that is being used by a 
person other than the person for whom that computer serves as an “electronic agent.”  To 
avoid such problems, the computer user needs a unique and personal password for his or 
her computer, and needs to lock the computer when not using it.  Similarly, fax machines 
and other electronic communication devices should be secured against unauthorized use.  
But even this may not be enough.  Perhaps a disclaimer should be added to the user’s 
electronic signature for e-mail purposes, and should be included on the fax cover sheets 
used by that person.  For example, the following disclaimer might be appended to all 
electronic communications: 
  

NEITHER I, NOR [NAME OF FIRM], NOR ANY PERSON OR ENTITY THAT 
[NAME OF FIRM] IS ACTING ON BEHALF OF, HAD AGREED TO ENTER 
INTO ANY AGREEMENT, OR TO INCUR ANY OBLIGATION, BY E-MAIL, 
FAX, OR OTHER ELECTRONIC MEANS, WITHOUT SPECIAL 
AUTHORIZATION.  SUCH AUTHORIZATION HAS NOT BEEN GRANTED IN 
THE CASE OF THIS COMMUNICATION OR THE MATTER TO WHICH IT 
RELATES.  THEREFORE, THIS E-MAIL MESSAGE, AND ALL OTHER 
ELECTRONIC COMMUNICATIONS RELATING TO THE SAME 
TRANSACTION OR MATTER, SHOULD NOT BE RELIED UPON AND ARE 
NOT LEGALLY BINDING, VALID, OR ENFORCEABLE. 21 

 
 

V. CONCLUSION 
 

E-commerce is already an important part of business, and promises to grow in 
importance and in volume.  Consumers spent $2.6 billion in Internet sales in 1996, and by 
1998 sales volume had increased to $32 billion. 22  However, Internet sales to consumers 
generally require minimal sophistication, and are not likely to be affected to any 
significant extent by E-SIGN or UETA. 

E-SIGN and UETA may have their most significant impact in two other areas, 
electronic commerce in the business-to-business setting and electronic commerce in the 
business-to-government setting.  In each of these settings contracts are apt to be more 
complicated, will probably take much longer to perform, and are likely to involve, at least 
on occasion, substantial sums of money. Given the legislative impetus to utilize 
electronic communications in entering contracts and the validity and enforceability of 
electronic signatures, both of these areas can be expected to grow exponentially.  In the 
brave new world of electronic commerce, firms will need to keep abreast of the latest 
legal and technological advances, along with the advantages and disadvantages of those 
advances, lest they fall hopelessly behind.   
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