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I.  INTRODUCTION 
 

Centuries ago, Spanish galleons sailed the high seas laden with gold bullion and 
spices from the New World.  Captains watched warily for ships flying the ominous “skull 
and crossbones” flag, signaling the arrival of pirates who would board and loot the 
galleons of their treasures. The piracy continues to this day, except that modern 
Blackbeards sail the cyber seas of the Internet in search of the bullion of the new 
millennium—intellectual property. These info-pirates use search engines to raid online 
service providers looking for silicon galleons laden with the electronic gold of music, 
pictures, video, documents and graphics files.  They loot the galleons by downloading, 
uploading, storing and distributing this booty without the owner’s permission or 
knowledge.   

On-line service providers, concerned about their potential liability to owners of this 
new digital gold, prevailed upon Congress in 1998 to pass the Digital Millennium 
Copyright Act (DMCA),1 a comprehensive update to United States intellectual property 
laws. The DMCA is divided into five areas:   

• Title I, the World Intellectual Property Organization (WIPO) Copyright and 
Performances and Phonograms Treaties Implementation Act of 1998 implements 
WIPO treaties; 

• Title II, the Online Copyright Infringement Liability Limitation Act, “web-
olutionizes” federal copyright law found at Chapter 5, Title 17 of the United 
States Code2 by creating five new statutory exceptions or safe harbors to 
copyright infringement claims against an online service provider (OSP);  

• Title III, the Computer Maintenance Competition Assurance Act, creates a 
copyright infringement safe harbor for copying a computer program for purposes 
of maintenance or repair; 

• Title IV address a variety of issues, including United States Copyright Office 
functions, distance education, exceptions for libraries and ephemeral recordings, 
“webcasting” of sound and video on the Internet and the impact of collective 

                                                 
*  Assistant Professor of Legal Studies, School of Business, The University of Texas at Brownsville. 
1  Pub. L. No. 105-304, 112 Stat. 2860, Oct. 28, 1998, Leg. Info. on the Internet, available at 
http://thomas.loc.gov/cgi-bin/query/z?c105:H.R.2281.ENR: (as of Aug. 24, 2000).  
2  17 U.S.C.A. §§ 512-513 (West Supp. 2000), Cornell Legal Info. Inst., available at  
http://www4.law.cornell.edu/uscode/17/ (as of Aug. 24, 2000). 
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bargaining agreements on motion picture copyrights; and 
• Title V, the Vessel Hull Design Protection Act, creates a new form of copyright 

protection for the design of boat and ship hulls. 
This paper will discuss Section 512(c) safe harbor protections from copyright 

infringement claims statutorily granted to for-profit 3 OSPs storing user-directed 
information as well as procedures required for OSPs to qualify for the safe harbor 
protections. 

 
 

II.  ONLINE COPYRIGHT INFRINGEMENT: “FAIR USE” OR PIRACY? 
 
 

A.  THE LEGAL STANDARD 
 

What is online copyright infringement, or online piracy? “Real space” and online 
copyright laws have their roots in the United States Constitution:  “Congress shall have 
the Power to . . . promote the Progress of Science and useful Arts, by securing for limited 
Times to Authors and Inventors the exclusive Right to their respective Writings and 
Discoveries.”4 

Based on this constitutional authority, Congress legislated copyright law in Chapter 
17 of the United States Code.5 In general, copyright law extends to original creative 
works capable of being fixed in a tangible form, such as text, pictures, movies, computer 
software, musical, multimedia and audiovisual works.  The owner of a copyright has the 
exclusive right to do and to authorize any of the following:  

(1) to reproduce the copyrighted work;  
(2) to prepare derivative works based upon the copyrighted work;  
(3)  to distribute, transfer, sell, rent or lend copies of the work;  
(4)  in the case of literary, musical, dramatic, and choreographic works, 

pantomimes, and motion pictures and other audiovisual works, to perform 
the copyright work publicly;  

(5) in the case of literary, musical, dramatic, and choreographic works, 
pantomimes, and pictorial, graphic, or sculptural works, including the 
individual images of a motion picture or other audiovisual works, to 
display the copyrighted work publicly; and 

(6)  in the case of sound recordings, to perform the copyrighted work publicly 
by means of a digital audio transmission. 6   

 
 

                                                 
3  Although beyond the scope of this paper, Section 512 (e) provides a safe harbor for a “public or other 
nonprofit institution of higher education” depending on the activity or knowledge of a faculty member or 
graduate student who is an employee of said institution. Curiously, Section 512(e) is silent with regard to 
other educational institutions such as a public high school and elementary schools. 
4   U.S. CONST . art. 1 § 8, cl. 8. 
5   17 U.S.C.A. §§ 101-1101 (West Supp. 2000), U.S. Copyright Office, Library of Congress,  available at  
http://www.loc.gov/copyright/title17/ (last revised June 27, 2000). 
6   Id. at § 106, U.S. Copyright Office, Library of Congress, available at 
http://www.loc.gov/copyright/title17/chapter1.pdf (as of Aug. 24, 2000). 
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According to the United States Supreme Court, copyright infringement consists of 
“two elements: (1) ownership of a valid copyright, and (2) unauthorized copying of 
constituent elements of the copyrighted work.”7  Further, copyright infringement “does 
not require intent or any particular state of mind.”8  In other words, an OSP could be 
liable for the negligent acts of its own employee or a third party.  Given the point-and-
click ease of copying digital information to or from the Internet, this standard is relatively 
easy to meet. 

Notwithstanding the foregoing, a copyright owner’s exclusive rights historically 
have been subject to certain statutory defenses or safe harbors. Chief among the safe 
harbors has been the “fair use” of a copyrighted work:  

including such use by reproduction in copies or phonorecords or by any 
other means specified by that section, for purposes such as criticism, 
comment, news reporting, teaching (including multiple copies for 
classroom use), scholarship, or research, is not an infringement of 
copyright. In determining whether the use is a fair use the factors to be 
considered shall include: (1) the purpose and character of the use, 
including whether such use is of a commercial nature or is for nonprofit 
educational purposes; (2) the nature of the copyrighted work; (3) the 
amount and substantiality of the portion used in relation to the copyrighted 
work as a whole; and (4) the effect of the use upon the potential market for 
or value of the copyrighted work.9 

In Campbell v. Acuff-Rose Music, Inc., the Supreme Court held these four statutory 
factors may not be "treated in isolation, one from another. All are to be explored, and the 
results weighed together, in light of the purposes of copyright.”10 In Religious Technology 
Center v. Lerma, a case involving online copyright infringement, the United States 
District Court for the Eastern District of Virginia noted that “the fair use doctrine allows 
the reasonable use of copyright materials and is designed to balance the exclusive rights 
of the copyright holder with the public’s interest in dissemination of information 
regarding areas of universal concern.”11  In practice, application of the fair use defense 
has resulted in seemingly odd outcomes. 

For example, in Leibovitz v. Paramount,12 a highly-publicized case, photographer 
Annie Leibovitz sued Paramount Pictures after Paramount superimposed actor Leslie 
Neilsen's face over a portrait of a pregnant Demi Moore to promote the film "Naked Gun 
33 1/3."  Leibovitz claimed Paramount infringed on her use of the Moore copyrighted 
photo, which she originally shot for the cover of Vanity Fair magazine. In holding for 
Paramount, the court ruled that Paramount's ad was a fair use “parody” under Campbell.  

 
 
 
 

                                                 
7   Feist Publications, Inc. v. Rural Telephone Serv. Co., Inc., 499 U.S. 340, 361 (1991). 
8   Religious Technology Center v. Netcom On-Line Communication Serv., Inc., 907 F.Supp. 1361, 1367 
(N.D.Cal. 1995). 
9   17 U.S.C.A.  § 107.  
10  510 U.S. 569, 578 (1994). 
11  897 F. Supp. 260, 263 (E.D. Va. 1995).   
12  137 F.3d 109 (2nd Cir. 1998). 
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B.   ONLINE COPYRIGHT INFRINGEMENT LITIGATION 
 

Online copyright infringement litigation is also factually intense and has been the 
subject of much litigation at both federal and state levels.  In Religious Technology 
Center v. Lerma,13 the Church of Scientology (COS) sued defendants Arnaldo Lerma, 
Digital Gateway Systems (an OSP) and the Washington Post claiming copyright 
infringement when defendants posted COS materials to the Internet.  In denying the 
plaintiff’s Motion for a Temporary Restraining Order, the court agreed with the 
defendants’ fair use assertions that the documents were used for "news reporting. . . or 
research.”14 

A more recent—and significant—Ninth Circuit Court of Appeals case, Recording 
Industry Association of America  v. Diamond Multimedia Systems, Inc., charts the course 
for “the brave new world of Internet music distribution.”15  In Diamond Multimedia, the 
Recording Industry Association petitioned the court for a permanent injunction against 
Diamond, which manufactured and sold the “Rio” digital music player.  In practice, the 
Rio—a cyber “walkman”—could download an hour’s worth of MP316 digital music files 
from the Internet for portable playback later. RIAA alleged that the Rio’s downloading 
and playback of MP3 files was tantamount to online piracy. Although it denied RIAA’s 
request for injunctive relief, the Ninth Circuit applauded RIAA’s “constant battle against 
Internet piracy” to end “[m]usic pirates’” use of  “digital recording technology to make 
and to distribute near perfect copies of commercially prepared recordings for which they 
have not licensed the copyrights.”17 

Moreover, under the doctrine of respondeat superior, vicarious liability for online 
infringement may attach to an OSP, even when it is unintentional or at the direction of a 
third party. In Religious Technology Center v. Netcom On-Line Communication Services, 
Inc., the court ruled that defendant Netcom, an OSP, could be found vicariously liable 
where the “defendant has the right and ability to control infringer’s acts and receives 
direct financial benefit from the infringement.”18  In Stratton Oakmont and Daniel Porush 

                                                 
13  897 F.Supp. 260 (E.D.Va. 1995). 
14  Id. at 263. 
15  180 F.3d 1072, 1073 (9th Cir. 1999), available at http://laws.findlaw.com/9th/9856727.html (as of Aug. 
24, 2000). 
16  In Diamond Multimedia, 180 F.3d at 1074 the court said: 

MPEG-1 Audio Layer 3 (commonly known as “MP3”) is the most popular digital audio 
compression algorithm in use on the Internet, and the compression it provides makes an 
audio file “smaller” by a factor of twelve to one without significantly reducing sound 
quality. Coupled with the use of cable modems, compression algorithms like MP3 may 
soon allow an hour of music to be downloaded from the Internet to a personal computer 
in just a few minutes. 

    More information on MP3 files may be found at  http://www.mp3.com. 
17 Diamond Multimedia, 180 F.3d at 1073, 1074.  Of course, not all downloading or distribution is illegal.  
As the Ninth Circuit opined, “the Internet also supports a burgeoning traffic in legitimate audio computer 
files.”  Id.  Some websites, like musicmaker.com, allow the user the opportunity to “Create Your Custom 
Music CD” by downloading digital MP3 files and paying a small fee. 
18  907 F. Supp. at 1361, 1375 (N.D. Cal. 1361). See also Eugene A. Burcher & Anna M. Hughes, Note, 
Religious Tech. Ctr. v. Netcom On-Line Communications, Inc.: Internet Service Providers: The Knowledge 
Standard for Contributory Copyright Infringement and The Fair Use Defense, 3 RICH. J.L. TECH. 5 
(1997), available at http://www.richmond.edu/jolt/v3i1/burhugh.html. 
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v. Prodigy Services Company,19 the New York Supreme Court granted Petitioner’s 
Motion for Summary Judgment against Prodigy for publishing defamatory material 
written by a third party about the Petitioners.  

But in Zeran v. America OnLine, the Fourth Circuit Court of Appeals ruled for 
American OnLine (AOL) in denying Zeran’s claim for negligence.20 Zeran claimed AOL 
“unreasonably delayed” in removing defamatory messages posted by a subscriber. The 
court ruled that §230(c) of the Communications Decency Act21 "plainly immunizes 
computer service providers like AOL from liability for information that originates with 
third parties."22  Likewise, in Blumenthal v. Drudge,23 the court granted AOL’s motion for 
summary judgment.  Plaintiff Sidney Blumenthal, a member of President Clinton’s 
personal staff, alleged that remarks by Internet journalist Matt Drudge were defamatory. 
The remarks had been posted on AOL, but were also available via a mailing list and 
through Drudge's own web site. The court concluded as a matter of law that AOL was not 
liable under Section 230(c) of the Communications Decency Act for Drudge’s alleged 
defamatory remarks.  The court held that “Congress has conferred immunity from tort 
liability as an incentive to Internet service providers to self-police the Internet for 
obscenity and other offensive material, even where the self-policing is unsuccessful or 
not even attempted.”24 
 Federal statutes also provide criminal penalties for willful online piracy, including 
fines and imprisonment. For example, in United States v. Hernandez,25 the defendant was 
found guilty of criminal copyright infringement for copying and selling audio music 
cassettes with popular music.26 In a case of first impression, a senior at the University of 
Oregon in Eugene pleaded guilty to violating the “No Electronic Theft Act of 1997,” 
which also criminalizes Internet piracy. The defendant admitted he "illegally posted 
computer software programs, musical recordings, entertainment software programs and 
digitally recorded movies on his Internet Web site, allowing the general public to 
download and copy these copyrighted products."27 In August, 1999, Amazon.com, the 
“largest bookstore in the world,” filed suit against Amazon.gr in the United States 
District Court for the District of Delaware, accusing Amazon.gr of violating the federal 
Racketeer Influenced Corrupt Organization (RICO) statutes, which were written to 

                                                 
19 1995 WL 323710 (N.Y. Sup .Ct. May, 24, 1995), available at  
http://www.epic.org/free_speech/stratton_v_prodigy_1995.txt . 
20  129 F.3d 327 (4th Cir. 1997), available at http://www.law.emory.edu/4circuit/nov97/971523.p.html. 
21  Communications Decency Act of 1996, Title V of the Telecommunications Act of 1996, Pub. L. No. 
104-104, § 502, 110 Stat. 56, 133-35.  Section 230(c) of the Communications Decency Act provides: "No 
provider or user of an interactive computer service shall be treated as the publisher or speaker of any 
information provided by another information content provider." 
22   129 F.3d at 328. 
23   992 F.Supp. 44 (D.D.C. 1998), available at http://www.techlawjournal.com/courts/drudge/Default.htm. 
24  Id. at 52.  
25  952 F.2d 1110 (9th Cir. 1991) 
26  Id. 
27  Reuters , Feds Convict First Internet Pirate, ZDNet (Aug. 20, 1999), at 
http://www.zdnet.com/zdnn/stories/news/0,4586,2318386,00.html. U.S. Attorneys have used their inherent 
subpoena power to “seize” information on a personal computer to prosecute Internet crimes. See, e.g., 
United States v. Fabiano, 169 F. 3d 1299 (10th Cir. 1999), available at 
http://laws.findlaw.com/10th/981048.html; United  States  v. Upham, 168 F.3d 532 (1st Cir. 1999), 
available at  http://www.law.emory.edu/1circuit/feb99/98-1121.01a.html. 
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combat organized crime. The suit accused Amazon.gr, a Grecian overseas on- line 
bookstore operation, of criminal copyright infringement, mail fraud and wire fraud.28  
 
 

III.   SAFE HARBORS FOR SECTION 512(C) OSPS  
 

 In addition to fair use, Section 512 of the DMCA creates new safe harbors for 
businesses to avoid online copyright infringement.  In general, to qualify for the safe 
harbor provisions of Section 512, OSP’s must: (i) qualify as a statutory OSP; (ii) be 
engaged in statutory safe harbor activity; (iii) designate an agent; and (iv) have a policy 
for notice and takedown of infringing material.  These statutory criteria are discussed 
below.  
 

A.   DEFINITIONS OF AN ONLINE SERVICE PROVIDER 
 
 Section 512 has two definitions for an “online service provider,” depending on the 
nature of the online activity.  When an entity is engaging in “transitory network 
communications,”29 the term service provider means: “an entity offering the transmission, 
routing, or providing of connections for digital online communications, between or 
among points specified by a user, of material of the user’s choosing, without modification 
to the content of the material as sent or received.”30 In other words, the OSP is completely 
passive.  

On the other hand, if an OSP is engaged in “system caching,”31 storage of 
“information residing on systems or networks at the direction of users”32 or providing 
“information location tools,”33 the term service provider is much broader, meaning “a 
provider of online or network access, or the operator of facilities therefor.”34  Section 
512(c) OSPs that store information at the direction of users could include Internet 
providers such as AOL, MindSpring and Earthlink, as well as web site hosting services, 
free or fee-based, such as geocities.com, hurricane.net, and email services from 
hotmail.com, netaddress.com and yahoo.com.  

 
 

B.   SECTION 512 SAFE HARBORS 
 

An OSP’s safe harbor will depend on the nature of the OSP’s activity and may 
completely bar economic damages35 and injunctive relief 36 to a claim for copyright   

                                                 
28  Kristen Philipkoski,  The Battle of the Amazons, WIRED NEWS  (Aug. 18, 1999), at 
http://www.wired.com/news/news/business/story/21321.html.  
29  17 U.S.C.A. § 512(a). 
30  Id. § 512(k)(1)(A).   
31  Id.  § 512(b). 
32  Id. § 512(c). 
33  Id. § 512(d). 
34  Id. § 512(k)(1)(B). 
35  Id. § 512(k)(2) defines “monetary relief” as “damages, costs, attorneys’ fees and any other form of 
monetary payment.” 
36  Id. § 512(j). 
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infringement. The Section 512 statutory safe harbors are: 
• A subsection (a) OSP is engaged in “transitory digital network communications” 

that merely acts as a passive data conduit, transmitting digital information from 
one point on a network to another point at someone else’s request.37  Someone 
else other than the OSP must initiate transmissions and an automated process 
must perform the transmission.  Examples might include Internet “backbones” 
such as UUNet, Sprint, MCI and ATT, as well as services such as 
<http:www.ilscenter.com> used for on- line video conferencing with Microsoft 
NetMeeting; 

• A subsection (b) OSP is engaged in “system caching” 38 that temporarily stores 
information from another network, as long as the storage is carried out by an 
“automatic technical process” (i.e., the OSP is passive) and the material is made 
available by an entity other than the OSP. 

• A subsection (c) OSP is engaged in “storage of information at the direction of 
users” or subscribers that conceivably includes website hosting and chat and 
bulletin board services, whether free or fee-based.39 This safe harbor requires the 
OSP have no “actual knowledge,” or is not aware of “facts or circumstances” of 
the infringing activity.40  In addition, the OSP may not receive a direct financial 
benefit from the infringing material,41 and when given notice of claimed 
infringement, the OSP must expeditiously move to take down or block access to 
said material. 42 

• Subsection (d) OSPs are “information location tools” 43 that refer or link the user 
to another website which might contain infringing material. Examples might 
include search engines or “portals” such as hotbot.com, excite.com and 
netscape.com. This safe harbor requires that the OSP have no “actual knowledge,” 
or is not aware of “facts or circumstances” of the infringing activity. 44 

 
 

C.   SECTION 512(C) POLICY AND STANDARD TECHNICAL MEASURES 
 
 In addition, Section 512(c) OSPs must meet two statutory requirements to qualify for 
the safe harbor protections: first, the OSP must adopt and implement what is sometimes 
called a “terms of use” policy, and second, an OSP must accommodate and not interfere 
with “standard technical measures.”45    
 
 OSPs must adopt, implement and publish a policy, sometimes referred to as “Terms 
of Service” or “Acceptable Use Guidelines,” that informs users and subscribers of the 

                                                 
37  Id. § 512(a).  Note that a subsection (a) OSP must be passive.   
38  Id. § 512(b).  
39  Id. § 512(c).  
40  Id. § 512(c)(1)(A). 
41  Id. § 512(c)(1)(B). 
42  Id. § 512(c)(1)(C). 
43  Id. § 512(d).  
44  Id. § 512(d)(1). 
45  Id. § 512(i)(1). 
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termination of any account in “appropriate circumstances” for “repeat infringers.”46 A 
user impliedly agrees to these guidelines when he interacts or uses the website.  A sample 
paragraph may state: 

If OSP determines, in its sole discretion, that a violation of these Guidelines, the 
Terms and Conditions or the License Agreement has occurred, OSP may, but 
will not be obligated, to take any or all of the following actions in addition to 
legal remedies it may have available: temporarily or permanently remove 
material from OSP servers, discontinue access to Usenet newsgroups, cancel 
newsgroup postings, move postings to another forum, warn the account 
holder(s) involved, remove e-mail sent by User, suspend or terminate account(s) 
for OSP services, remove or deny access to OSP personal web page(s) hosted on 
OSP’s servers, publicly disclose the originating address, subject matter and/or 
URL of the website associated with a prohibited transmission and to charge a 
handling fee associated with taking such action and take other responsive action 
at any time and for any reason. Violations of these Guidelines could also subject 
User to  criminal or civil liability.  
In addition, an OSP must accommodate and not interfere with “standard technical 

measures.”47  “Standard technical measures” mean legal measures taken by copyright 
owners used to identify or protect the copyrighted works and which measures do not 
impose substantial cost or burden to the provider.48 These measures may include, for 
example, unique identifiers, password protection, digital watermarks and encryption. 

 
D.   OSP DISCLOSURE OF USER INFORMATION  V. USER PRIVACY RIGHTS 

 
 In the past, OSPs faced with legitimate requests for disclosure on the one hand and 
privacy expectations on the other, faced extensive litigation from both users, subscribers 
and third parties alike.  
 In an early (for the Internet) case, Bourke v. Nissan Motor Corp., the court dismissed 
former employee Bourke’s claims of invasion of privacy against Nissan. 49 Similarly, in 
Smyth v. Pillsbury Co., Smyth, an ex-employee, filed suit alleging Pillsbury violated his 
right to privacy. 50  According to the complaint, Pillsbury maintained an e-mail system "to 
promote internal corporate communications between its employees" and Pillsbury 
"repeatedly assured its employees, including plaintiff, that all e-mail communications 
would remain confidential and privileged."51  Smyth sent an e-mail to his supervisor that, 
among other things, "concerned sales management and contained threats to 'kill the 
backstabbing bastards'"52  

Smyth's employment was then terminated for "inappropriate and unprofessional 
comments over defendant's e-mail system."53 In ruling for Pillsbury, the court opined, 

                                                 
46  Id. § 512(i)(1)(A). 
47  Id. § 512(i)(1). 
48  Id. § 512(i)(2).   
49 No. B068705 (Cal. Ct. of Appeals July 26, 1993), available at 
http://www.loundy.com/CASES/Bourke_v_Nissan.html (as of Aug. 24, 2000). 
50  914 F. Supp. 97 (E.D.Penn. 1996). 
51  Id. at 98. 
52  Id. at 98-99, n.1. 
53  Id. at 98-99. 



 
                                                      Fall 2000/ Title II Digital Millennium Copyright Act/ 9  

  

“[W]e do not find a reasonable expectation of privacy in e-mail communications 
voluntarily made by an employee to his supervisor over the company e-mail system . . . 
.Moreover, the company's interest in preventing inappropriate and unprofessional 
comments or even illegal activity over its e-mail system outweighs any privacy interest 
the employee may have in those comments.”54 

In Jessup-Morgan v. America Online, Inc.,55 the court also held for defendant AOL 
after Jessup-Morgan filed suit claiming AOL had violated her right to privacy by 
identifying her as the account owner of an AOL account from which sexually suggestive 
messages had been posted and which included the telephone number of the Jessup’s 
husband’s ex-wife.56   
      However, to the relief of the Internet industry, Section 512(m) expressly states that 
application of safe harbors is not conditioned on an OSP “monitoring its service” or 
removing “material in cases in which such conduct is prohibited by law.”  Thus, an OSP 
is no longer required to choose between a safe harbor exemption on the one hand or 
ensuring the privacy of its subscribers on the other.  The reality, however, is that the 
market—not the law—is driving standards over online privacy. Indeed, the Federal Trade 
Commission has weighed in with its opinion that further privacy legislation is “not 
appropriate” at this time; that “self-regulation is the best way to protect consumer privacy 
on the Internet.”57 One company at the forefront of this self-regulation effort is TRUSTe.  
TRUSTe is a company whose “seal of approval” adds value and integrity to websites 
such as ebay.com that can meet its high standards of security and privacy of consumer 
information. 58 Hundreds of Internet companies have a “privacy policy” hyperlink on the 
bottom of their home page warranted by TRUSTe to substantially comply with DMCA 
requirements.59  

                                                 
54  Id. at 101. 
55  1998 W.L. 65258 (E.D. Mich.), available at  http://legal.web.aol.com/decisions/dlpriv/jessup.html (as of 
Aug. 24, 2000). 
56  See also McVeigh vs. Cohen, CIV.A. 98-116 (D.C. Cir. 1998), available at 
http://www.loundy.com/CASES/McVeigh_v_Cohen.htm (as of Aug. 24, 2000).  In this much-publicized 
case, Timothy McVeigh, an AOL subscriber (no relation to the Oklahoma City bomber), sued the U.S. 
Navy and AOL after AOL disclosed McVeigh’s identity – and homosexual proclivities – to the Navy.  In 
spite of a corporate-wide privacy policy to the contrary, an AOL customer service operator was duped by a 
U.S. Navy investigator into telling him that McVeigh owned the online screen name BoySearch. McVeigh, 
a master chief petty officer, was dismissed from the Navy on charges of homosexuality. In June 1998, AOL 
and the Navy settled the lawsuit with McVeigh.   
57  FEDERAL TRADE COMM’N, REPORT TO CONGRESS, “SELF-REGULATION AND PRIVACY ONLINE” ( July 
13, 1999), available at http://www.ftc.gov/opa/1999/9907/report1999.htm. 
58  See the TRUSTe web site at http://www.truste.org. 
59  See, e.g., NetZero, Inc. Privacy Statement, at http://www.netzero.net/home/privacy.html (last visited 
Aug. 24, 2000); Yahoo!Privacy Center, at http://docs.yahoo.com/info/privacy/ (last visited Aug. 24, 
20000); Netscape, Legal Info. Privacy, at http://www.netscape.com/legal_notices/privacy.html (last visited 
Aug. 24, 2000); and Microsoft.com Statement of Privacy, at http://www.microsoft.com/info/privacy.htm 
(last visited Aug. 24, 2000). 



 
10 /Vol. 10/ Southern Law Journal 

  

E.   DESIGNATION OF SPECIAL AGENT FOR SECTION 512(C) OSPS 
 

 The safe harbor protection afforded a Section 512(c) OSP that stores information “at 
the direction” of users or subscribers is available “only if the service provider has 
designated an agent to receive notification of claimed infringement.”60 To comply with 
this provision the OSP must make available through its online service, including its 
website in a location accessible to the public and to the U.S. Copyright Office (USCO): 
(i) the name, address, phone number and email address of the agent; and (ii) any other 
contact information the USCO may require. The USCO has published a “designated 
agent” form that can be downloaded via the Internet.61  The form should be filled out and 
mailed to the USCO along with a $20.00 filing fee. The USCO also maintains a list of all 
OSP designated agents and their contact information. 62   
 The special agent’s primary function is to receive notice under Section 512(c)(3) for 
alleged infringement. To constitute “effective” notice to the designated agent, Section 
512(c)(3) mandates that said notice shall be written and include:  (i) a physical or 
electronic signature of the copyright owner or his legal agent or licensee; (ii)  
identification of the copyrighted work alleged to have been infringed and the location or 
URL of the website(s) containing said material; (iii) identification, physical and email 
address of the complainer;  and (iv)  a good faith statement of belief, under penalty of 
perjury, that complainer is or represents the owner,  and that use of the material is not 
authorized by federal copyright law. 
 
 

F. TAKEDOWN PROCEDURES FOR SECTION 512 OSPS  
 
 

 Generally, OSPs are “not be liable to any person” 63 for the good faith take-down or 
removal of material on the OSP’s website that is either claimed to be infringing or that, 
based on apparent facts or circumstances, the OSP in good faith believes to be infringing. 
However, Section 512(c) OSPs that store material “at the direction of subscriber of the 
service provider” must “take reasonable steps to notify the subscriber that it has removed 
or disabled access to the material.”64 the offending subscriber or user of the removal or 
takedown of the material.  The offender may then issue a “counter notice” pursuant to 
Section 512(g)(3) which must contain the following: (i) a physical or digital signature of 
the page owner;  (ii) a description of the material removed and its location before it was 
removed;  (iii) a statement that the page owner believes in good faith that the material 
was removed by mistake or because it was misidentified; (iv) the page owner's name, 
address and phone number and his or her consent to federal jurisdiction; and (v) 
agreement that the page owner will accept service of process from the complainer.   If the 
counter notice substantially conforms to the statute, the OSP is required to replace the 

                                                 
60  17 U.S.C.A. § 512(c)(2). 
61 See U.S. COPYRIGHT OFFICE , at http://lcweb.loc.gov/copyright/onlinesp/agenta.pdf. (last visited Aug. 24, 
2000). 
62  Id. at http://lcweb.loc.gov/copyright/onlinesp/list/index.html (last modified Aug. 17, 2000). 
63  17 U.S.C.A.§ 512(g)(1). 
64  Id. § 512(g)(2)(A). 
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material unless given notice by the designated agent that the copyright owner has 
instituted a court action seeking injunctive relief.   
 Finally, Section 512(h) establishes a due process by which a copyright owner or his 
legal representative or assignee may obtain a federal subpoena from the Clerk of a United 
States District Court ordering an OSP to disclose the identity and address of the OSP’s 
subscriber- infringer.65 As long as the notice and request complies with relevant provisions 
of the DMCA, the OSP is protected by federal law. The subpoena must be supported by a 
“sworn declaration” that the supporting allegations are true. Upon receipt of the 
subpoena, the OSP shall “expeditiously disclose” the information as requested in the 
subpoena “notwithstanding any other provision of law” or regardless of whether the OSP 
has responded to the notification. 66 
 
 

IV.   CONCLUSION 
 
 Use of the Internet by consumers and businesses for electronic commerce will 
continue to show a dramatic rate of growth.   However, this growth will bring an increase 
in the number of civil and criminal suits involving OSP piracy, whether by an OSP 
employee, a user or a third party. Businesses that operate their own websites, or OSPs 
that lease webspace to businesses, must: (i) qualify as an OSP; (ii) conform their 
activities to an OSP operations; (iii) conform existing online technical measures to the 
DMCA as well as the growing body of international and federal copyright statutes and 
case law; (ii) immediately designate an agent with the U.S. Copyright Office and (iii) 
institute both internal and online “Terms of Use” privacy and safe harbor policies that 
provide for a procedural termination and take down of infringing material.  This will help 
ensure that businesses will be anchored in a safe harbor on the Internet cyber seas, safe 
from point-and-click pirates.   
 

                                                 
65  Id. § 512(l). 
66  Id. § 512(g)(5). 


